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Cnuncok cokpawieHunm

Al

ABOHEHTCKWUI MYHKT
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AnnapaTHO-MpPOrpaMMHbIii KOMMIeKe WudpoBaHus

APM

ABTOMaTtm3nposaHHoe pabouee MecTo
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Bbasa aaHHbIX

JA

[JeTekTop (KOMNbIOTEPHbIX) aTak
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KnveHT ayTeHTUdMKaLMm

KK

KpunTorpadgunyeckmin KOMMyTaTop

Kl

KpunTtorpadunyeckun w3

N1BC

NokanbHas BbluMCNUTENbHAsA CeTb

HCA

HecaHKUMOHMPOBAHHLIN 4OCTYN

OC

OnepaumnoHHas cnctema

MNAK

MporpaMMHo-annapaTHbIii KOMMIeKC
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MporpamMmMHoe obecneyeHune
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Mporpamma ynpasneHus

PM

Pabouee mecTo

ca

CepBep gocryna

Lyc

LleHTp ynpasneHus ceTbio

FTP

File Transfer Protocol

IP

Internet Protocol

NAT

Network Address Translation

PPPOE

Point to Point Protocol over Ethernet

SNMP

Simple Network Management Protocol

SSH

Secure Shell

TCP

Transmission Control Protocol

ubDP

User Datagram Protocol

usB

Universal Serial Bus

VoIP

Voice over IP

VPN

Virtual Private Network
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BBeneHue

JOKyMeHT npeaHa3sHayeH Ans agMUHUCTPaToOpoB m3genusa "AnnapaTHO-nporpam-
MHbI KOMMnekc wudposaHusa "KoHTuHeHT". Bepcua 3.9" (panee — KoMnnekc,
AMKLW "KoHTMHeHT"). B HeM copepxaTcs cBeaeHusi, Heobxogumble aaMu-
HUCTpaTopaM AN O3HAKOMIEHUS C HA3HAYeHMEM, COCTaBOM M MpUHUMNAMU DYHK-
LMOHMPOBAHMSA KOMMeKca.

CaiT B MHTepHeTe. IHdbopMaumsa o npoaykTax komnaHum "Koa BesonacHoctun"
npeacrassieHa Ha canTe https://www.securitycode.ru.

Cnyx6a TexHMueckou nopaaep>kkun. CBS3aTbCs CO CNY>XO0M TeEXHUUYECKON noa-
OEPXKU MOXHO no TenedoHy 8 800 505-30-20 wmnm no 3NEeKTPOHHOM MnoyTe
support@securitycode.ru.

YuyebHble Kypcbl. OCBOMTL annapaTHble U MpOrpaMMHble MPOAYKTbl KOMMaHWu
"Kog  bBesonacHoctn"  MOXHO B  aBTOPU3OBaHHbIX  y4yebHbIX  LeHTpax.
Cnncok y4yebHbIX UeHTpoB W ycnoBusa o06ydyeHus npeactaBfieHbl Ha canTe
kKoMnaHumn https://www.securitycode.ru. CBs3aTbCs C NpeacTtaBUTENIeM KOMMaHuM
Mo BoMpocaMm opraHmsaumm obyyeHuss MOXHO MO  3/IEKTPOHHOM  noyTe
education@securitycode.ru.
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[naBa 1
HazHauyeHue komMmnnekca

TexHonorus VPN no3sonseT 06beANHUTL I0KasibHble BbIYNCINTENbHbIE CETU, UX Cer-
MEHTbl WM OTAENbHbIE KOMMNbIOTEPLI NPeANnpUATUS B €AUHYI0 3aLUULLEHHYIO BUPTY-
anbHylO ceTb Ha 6asze obwux ceTen nepegaun AaHHbIX. [lepexon oT
pacnpeneneHHoOM KoOpropaTuBHOW ceTu Ha 6a3e BblAeNeHHbIX KaHanos K VPN nos-
BONSET CYLLECTBEHHO CHM3UTb 3KCMnJlyaTaunoHHble pacxodbl. OAHaKO WCMonb-
30BaHMe obwux ceten ana opraHusauum VPN npegbsiBnseTr AONOSHUTESbHbIE
TpeboBaHus K obecnevyeHno HaAeXHOoM 3alnTbl MHPOPMaLMOHHbLIX pecypcos npea-
NpUATUS OT HECAHKLMOHMPOBAHHOMO AOCTYNa.

AMNKLW "KoHTUHeHT"npeaHa3HayeH Aas MOCTPOEHUS BUPTyasibHbIX YaCTHbIX CETEN
Ha OCHOBEe 06LMX CEeTEN Nepeaayn AaHHbIX, UCNOMb3YIOLWMX NMPOTOKOSbI CEMENCTBA
TCP/IP.

Komnnekc peanunsyet cneaytowme OCHOBHble DYHKLUNK:

e KpunTorpaduyeckas 3almnTa AaHHbIX, NepeaaBaeMblX No KaHanaM cBA3n obwmnx
ceTel nepeaaym AaHHbIX MEXAY COCTaBHbIMMU YyacTamum VPN;

e peaocTaB/ieHWe AOCTYMNa yAaJIeHHbIM NOSb30BaTeNSAM K pecypcaM 3aluuLiaeMon
ceTtu;

e MeXceTeBOe 3KpaHWpoBaHue;

e ob6Hapy>xeHue BTOpXeHWU B NUHHOPMaLMOHHYIO CUCTEMY;

e aBTOMaTUyeckass perncrpaums cobbiTuil, CBA3aHHbIX C (PYHKUMOHWUPOBAHUEM
KOMMneKca, B TOM uucne cobbitnn HC/;

* LleHTpasn30BaHHOE yrnpaB/ieHne KOMNOHEHTaMN KOMMJIeKca.

Komnnekc npeaHasHayeH ans paboTbl B CETAX, UCNOAb3YOLWNX AN Nepeaayn aaH-
HbIX NpoTokosibl cemencTBa TCP/IP Bepcumn 4, a Takxke B 06LNX CETAX Nepenaymn aaH-
HbIX, NOAAEPXMBAOLWMX NPOTOKONbI IPV6.
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[[naBa 2
CocTaB KomMnnekca

B coctas AMNKLU "KOHTUHEHT" BXOAAT cneayowme KOMMNOHEHTbI
e KpunTorpaduUyYecKuii Wo3;
e [eTeKTop aTak;
e LYCG
e [porpamMma yrnpas/ieHUs KOMMIEKCOM:
e nporpamma ynpasneHusa LLYC;
e  K/MEHT ayTeHTudukaumm nonb3osartens.

KOMMOHEHTbI KOMMJIEKCa MOXHO YCTaHaBMBaTb KakK Ha annapaTHbIX, Tak U Ha BUp-
TyasnbHbIX NnaTtgopmax.

KpunTtorpaduyeckun wnro3

KpunTtorpaduuyeckuin wno3 npeacrasnser coboli nporpaMmMmHoe CpeacTso, Mnpea-
BapuUTENbHO YCTaHaB/MBaeMoe Ha Creumanm3MpoBaHHyo annapaTHyto naatgopmy ¢
apxXuTeKTypon x64.

Mpumeyanue. [lanee B akCnnyaTaLMOHHON BOKYMEHTALWM MO TEPMUHOM KPUNTOrpacuueCcKmin L3 NOHM-
MaeTcs Kak nporpammHoe obecneyeHne, ycTaHaBNMBaeMoe Ha annapaTHyto nnatdopmy, Tak 1 annaparHas
nnatcopma C yCTaHoBNEHHbIM NporpammHbIM obecneyeHnem KLL.

KpunTtorpadunyecknit wno3 obecneunsaet:

e KpunTorpadumyeckylo 3alWMTy AaHHbIX, NepefaBaeMbiX MO KaHajflaM CBs3u 06-
LWKNX ceTeil nepenayn AaHHbIX MexXAy cocTaBHbIMU YacTamu VPN (flokanbHbIMU
BbIYNC/INTENBbHBIMU CETAMU U OTAENbHbIMU KOMMbIOTEPAMN YAANEHHbIX MOSb30-
BaTenemn);

e  3aWMTy COCTaBHbIX YacTeh VPN OT HeCaHKLUMOHMPOBAHHOrO AOCTyna nocpen-
CTBOM ME@XXCETEeBOIro 3KpaHUpOBaHUS.

KK MoxeT 6bITb OCHalleH cneumanm3npoBaHHOM NaaTon — KpUNToycKopuTenem, Ko-
TOpbIN MoBbIWAET npoussoanTenbHocTb KK npu wndposaHum Tpaduka VPN.

deTekTop aTak

JeTekTop aTak npeacrasnseT coboi nporpaMmMmHoe CpeacTBO, NpeaBapuTenbHO ycTa-
HOBIEHHOE Ha cneunann3npoBaHHOM annapaTHol nnatdopme C apXUTeKTypoi x64.

MpumeyaHme. [lanee B skcnnyaTaLyOHHON JOKYMEHTALM NOA TEPMUHOM AETEKTOP aTak MOHMMAETCs Kak
nporpaMmHoe oGecneyeHie, ycTaHaBNMBaeMoe Ha annapaTHyto NnatopMy, Tak v annapaTtHas nnatgopma
C yCTaHOBNEHHbIM MporpaMMHbIM obecneyerrem [A.

[eTekTop aTtak obecneunBaeT aHanu3 ceTeBOro Tpaq)vn(a n 06Hapy>KEHVIe CEeTEBbIX
aTak CUrHaTypHbIM METOA0M.

[eTekTop aTak obecreuymBaeT O6HapyXeHue cCreayloWmnx OCHOBHbIX yrpo3 6e3o-
MacHOCTM nHdopMaumn:

e npeaHaMepeHHbli HECAHKUMOHMPOBAHHbLIA AOCTYMN WMAW creuuanbHble BO3aei-
CTBMS Ha MHbOpMaunio (HocuTenn MHGOPMaLMM) CO CTOPOHbI BHELIHUX Ha-
pywuTenein, [AeNCTBYOWMNX M3  MHOOPMALMOHHO- TENEKOMMYHMKALMOHHbIX
ceTel, B TOM Uucne ceTei MexayHapoaHoro MHhopMaLUMoHHOro o6MeHa;

e [peAHaMepeHHbIN HECAHKLUMOHUPOBAHHbLIA AOCTYMN WM CneuuvasbHbie BO3aeWn-
CTBMS Ha uHdopMaunto (HocuTenn MHGOpMaLMn) Co CTOPOHbI BHYTPEHHUX Ha-
pywwuTenen, obnagatowmx npasaMm 1 NOIHOMOYMSMU Ha AOCTYN K nHdopmaunm
B MH(MOPMaLIMOHHON cucTeme.

AMNKL "KoHTMHeHT". Bepcus 3.9 7
PykoBoacTtBo agMuHucrtpartopa. NMpuHumnbl pyHKLUMOHUPOBaAHUSA



© KOMMAHWA "KOL BE3OMNMACHOCTN"

LleHTp ynpaBneHus ceTbio

LYC npeactaBnsier coboii npenBapuTesibHO yCTaHaBAMBaeMoe Ha ofHoM u3 KLU
nporpamMMHoe cpeacTBo, obecneuyuBatowlee LeHTpaM30BaHHOE YynpaBleHue pa-
60TOM BCex ceTeBbIX YCTPONCTB KOMMEKCa.

Mpumeyanue. [lanee B sKkCnnyaTaLMoOHHON JOKyMEHTaLmMKM nog TepmmuHom LIYC noHumaeTcs kak nporpam-
MHoe obecneyeHve, yctaHaBnueaemoe Ha ogHom 13 KLU, Tak u KLU ¢ ycTaHOBREHHBIM NporpaMMHbIM obecne-
yeHnem LIYC.

NMoMUMO ynpaBneHus cetTeBbiMK ycTpoiicTBammn LIYC obecrneumBaeT oTcnexuBaHue
COCTOSIHUSI CEeTEBbIX YCTpoWCTB M VPN-KaHanos, a Takxe duKcauuwo u pea-
rMpoBaHue Ha MHUMAEHTbl HECAHKLIMOHMPOBAHHOIO AOCTYMa.

I'Iporpamma ynpaBJieHnA KoOMnJryieKCom

MporpamMma ynpasneHuns KOMMNJEKCOM npeacTasfaseTr cobon nporpaMMHoe CpeacTBo,
yCTaHaBNMBaeMoe Ha OAHOM WM HECKONbKUX KOMMbloTepax (paboumx mMmecTtax
aAMUWHUCTpaTopa), KOTOpble HaxoasaTcsa B TOW xe ceTn, yto n KW c LIYC.

MporpaMMa ynpasfieHus obecneuymBaeT LEHTPaaU30BaHHOE yrpaBieHne HacTpoi-
KaMy 1 onepaTUBHbIA KOHTPOJIb COCTOSIHMS BCEX KOMMOHEHTOB KOMMeKca U coe-
OVHEHWIN yaaneHHbIX Nonb3oBaTenei.

B cocTaB Y KOMNIEKCOM BXOAUT:

. ny UyYC, npepgHasHadeHHas An9 YNpaBfeHUss U  MOHUTOPUHIA CeTeBbIX
YCTPOWCTB.

KnuneHt ayTeHTM(bMKaLIMM nosfib3oBartens

KA nonb3oBaTensa npeacrasnseTr coboin nporpaMMHoOe CpeAcTBO, yCTaHaB/IMBaeMoe
Ha KOMMblOTEpPax, HaxoAsAWMXCS B 3alUMLEHHOM CerMeHTe cetn, wn obec-
rneymBawowee MaeHTUOUKaUMIO M ayTeHTUdUKAUNIO NOsb30BaTenen, 3aperncrpum-
poBaHHbIX B [1Y KOMMNEKCOoM.
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[naBa 3
NMpyHUMNnbI PYHKUMOHMPOBaAHUA KOMMMeKca
O6060wWweHHan pyHKUMOHaNbHas cxemMa 3aluLLeHHON

KOpnopaTUBHOWU ceTU

Ha pucyHke HuxXe npeacTaBneHa o606WeHHast CTPYKTypa 3allMLIEHHOW Kop-
NopaTUBHOM CETUN, COCTOSILLEN U3 HECKONBKUX NTOKANbHbIX BbIYUCIUTENbHbIX CETEN.

- g% N

apmuHMCcTPaTOpa
nyuyc

3awMweHHan
nec

3aw M eHHan
nec

\-—-—-"’/
\ ~ !
Y

3awmuweHHan
nec

Css3b Mexay JIBC ocyLlecTBnsSeTCS No KaHanam cBA3n obLumMx ceTeln nepegaym AaH-
HbiX. K 06wmM ceTsiM kaxaas JIBC nogknitoyeHa yepes Kpuntorpaduyeckmin Wwitos.
MoakntoueHue JIBC yepes kpuntorpaduyeckmin Wwnto3 obecnednBaeT CKpbITUE BHY-
TPEeHHeN CTPYKTYpbl 3alMLLIaeMOro cerMeHTa ceTu. Npu aTom IP-agpeca yCcTponcTs B
3almLaeMbiX CerMeHTax A0KHbI 6bITb YHUKANbHbBIMW TO/TIbKO B paMKax AAHHOM KOp-
NOpaTUBHOW CETU.

KLU MoxeT coaepXaTb HECKOJSIbKO CETEBbIX MHTEP(hENCOB, K KOTOPbIM MOXHO MOA-
KIIOUYNTb HE3aBUCUMbIE JlOKasbHble ceTU. Dusmyeckme nHtepdencol ogHoro KL mo-
ryt OblTb 06beAWHEHbl B OAMH NOTMYECKUI A5 MOBbIWEHUS HaAEXHOCTU W
yBeNnMYeHns npornyckKHon cnocobHocTn KaHana (arperauns nHtepdgencos).

Mpn NOAKNIOYEHNN KOMMBIOTEPOB K KPUATOrpadmyecKoMy L3y MOXET OCYLLEeCcTB-
NATLCA UX ayTeHTUdUKaumsa nocpeacrsom KA.

B koMmnnekce npeaycMoTpeHa MoadepXKa BUPTYyanbHbIX JIOKanbHbIX CeTel, op-
raHWM30BaHHbIX B 3aLLMLLEHHbIX CErMEHTaX CETU.

Mpu OTCYTCTBUM MPSIMOrO AOCTyNa K CEeTM nepefaudn AaHHbIX MpefyCcMOTpeHa
BO3MOXHOCTb MOAKJIOYEHUS KpunTorpacdmnyeckoro wnwsa kK TenedoHHOW KOoM-
MYyTUPYEMOWN IMHUN UMW BbIAENEHHOM IMHUM C MOMOLLbIO MOAEMA.

KpunTtorpadunyecknii W03 oCyLLECTBASIET MapLUIPYyTM3aLMIO NMPOXOASLLEro Yepes He-
ro Tpaduka IP-nakeToB, NO3TOMY AOMOSHUTESbHbIN MapLpyTU3aTop B 06LleM Cy-
yae He TpebyeTcs.

Ecnu Heo6x0AMMO NCMOb30BaTh AONONHUTENbHbIN MapLLpyTU3aToOp, OH MOXET 6bITb
pa3mewleH kak nepeq KL (B 3awwmuiaeMoM cerMeHTe ceTu), Tak n nocne (BHe 3a-
wuniaeMoro cerMmeHTa CE‘TVI). Ecnn MapLwpyTmnsaTop HaxoaunTtca B 3allMulaeMOM cer-
MEHTE CeTU, HUKAKMX AOMOJIHUTESNbHbIX AEACTBUI MO 3alumMTe MapLipyTM3aTopa He
TpebyeTcs.

AMNKL "KoHTMHeHT". Bepcus 3.9 9
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Ecnv MapwpyTMsaTop HaxoAMTCS BHE 3alUMLLAEMOro CEerMeHTa ceTu, To npeay-
CMOTpeHa BO3MOXHOCTb 3aLUMLLEHHOr0 YMpaBfeHUs MapLlipyTM3aTopoM (CM. CTp.

13).
Kpome MaplupyTuMsauumn Tpaduka, Kpuntorpacbuyeckuii W3 ocyLecTenser o6-
paboTKy BXOAAWMX W uUcxoaawmx IP- maketoB — uUAbTpaUUO W Kpun-

TOFpaCbVILIECKoe npeo6pa3OBaHV|e AdHHbIX, NnepeaaBaeMbIX Mo obwmm kaHanam
cBA3W. [ing opraHmsauum aocTyna nonb3oBartenemn KOpﬂOpaTMBHOVI CeTn K ydnam 06-
Len cetn NCNOJSb3YEeTCA MeXaHW3M TpaHCaumMn ceTesbixX agpecos NAT.

Onsa nogaepxkn dyHkumoHana COB B 3auWMLEHHbIX CerMeHTax CeTu MCNOob3YHTCA
DA, nogkntovaemble K SPAN-noptam KLL. BbisBneHne KOMMbOTEPHbIX aTak ocyLulec-
TBNSIETCA HA OCHOBE aHanM3a NonydYeHHoro TakuMm obpasom cetesoro Tpaduka. Ce-
TEBOM WHTepdenc, 3axBaTbiBaloWMn ceTeBon TpaduK ANna aHanusa, UMeeT Tun
"MOHUTOPUHI".

MpeacTaBneHHbIN Bblle BapnaHT UCMOb30BaHUs KOMMAeKca NpUMMeHMM TOSTbKO A5
Hebonbwmnx ceten (2-5 KLU). Mpun ncnonbszosaHum B komnnekce 6onee natu KL pe-
KoMmeHayeTcs BbiHecT LIYC m PM ynpaBneHuss cetbto KLl B OTAENbHbIA 3a-
LWNLLAEMbI cerMeHT (CM. PUCYHOK Huxe). B aTom cnydae LYC ncnonb3yetcsa ToNbKO
Ans ynpasnenus cetbto KLLU.

PM
3AMHHUCTPATOPA
ny Ly

g%

3awmueHHan JIBC

3aLMLLEHHBIA
cermeHT LAN

KLU ¢ LyC

3aLMLLEHHBIA
cermeHT LAN

ABTOMaTM4yecKoe ynpaB/ieHWe CeTeBbIMU YyCTponcTBaMu ocyulectenset LYC, pas-
MelLaloLWmMics Ha 04HOM M3 KpunTorpaduyecknx Wwio3os. IToT KLU MOXHO ucnonb-
30BaTb Kak noboi aApyroi psaoBoOi LWAKO3 B KOPNOpaTUBHOM CETU AN NpUEMA U
nepepaun IP-nakeToB, MX uNbTpaunmn, MapwpyTusaumm U Kpuntorpadmuyeckoro
npeobpasoBaHus.

AOMUHUCTpPATOP KOMMJEKCa ynpaBaseT CeTEBbIMU YCTPONCTBAMM JIOKANbHO, MyTeEM
MOAK/IOYEHUS MOHUTOpPA W KiaBuaTypbl HEMOCPEACTBEHHO K YCTPOWCTBY. Takxke
MMeeTCs BO3MOXHOCTb yAA/IeHHON HAaCTPOMKUM CETEBOro yCTPOMCTBA MO MPOTOKONY
SSH.

ALMUHUCTPATOP KOMMEKCa TaKXe MOXET YMnpaBsATb CETEBbIMU YCTPOWCTBAMKN ye-
pe3 LUYC c nomoublo nporpaMMmbl ynpaefieHusa. lporpamma ynpasneHus ycTa-
HaB/IMBAETCA Ha BbIAENEHHOM KOMMbIOTEPE, BXOASLIEM B COCTaB 3allMLLAEeMOro
cerMeHTa KopnopaTtusHoi ceti (PM aaMuHUCTpaTopa).

KnneHT ayTeHTMdMKaUUM UCNONb3YyeTCs Npu HEOB6X0ANMOCTU ANa MAeHTUdUKaumm
M ayTeHTUdKUKaLmMm nosb3oBaTesnei, 3aperncTpupoBaHHbIX B KOMIMJIEKce.

Ecnv Ha nyTu 3awmcpoBaHHOro Tpadunka HaxXoAaTCs MEXCETEBbIE SKPaHbl UK ApY-
roe o6opyaoBaHue, ocyllecTBasaowee GunbTpaunto IP-naketos, Heo6xoAMMO Co-
34aTb AN HUX NpaBuna, paspellalollie MPOXoXAeHWE CNyXebHbIX MaKeToB
KoMMeKca.
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Mpumep opraHnsauum 3awuLLeHHOW KOPNopaTUBHON CETH

Huwxe Ha pucyHKe npeacTaBneH nMpuMep oOpraHuMsauMm 3alueHHON Kop-
nopaTMBHOM ceTn, 0bbeanHSILWEN NoKasbHble CETU LEeHTpasibHOro oduca n AByX
dunmnanos. Kpuntorpadwmyeckmn w3 ueHTpanbHoro odwmuca KW 1 (c UYC) 3a-
WuwaeT TpWU foKanbHble ceTu, Kpuntorpadwuyeckme wniosbl dpunuanos KW 2 n
KLl 3 — aBe 1 0AHY COOTBETCTBEHHO.
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B3aumopencTBue ¢ ceTeBbIMU YCTPONUCTBaMM,
nopaepxusarowmmm NAT

ATKL "KoHTuHeHT" 0becneumBaeT COBMECTHYIO paboTy Kpuntorpaduyeckux L=
30B C CETEeBbIMU YCTPONCTBAMM, NOAAEPKMBAIOLLMMU TPAHCNALMIO CETEBLIX aApeCcoB
NAT. MNpu 3TOM nMeeTcs orpaHuyeHne — Ha nyTn Tpadwuka Mmexay asyms KL He
OO/MKHO 6bITb 60NEee 0AHOro CeTeBOro yCTpPOWCTBa C MOAAEPXKKON AMHAMUYECKOMU
TpaHcnaumm agpecos. KL ¢ LYC Bceraa aomkeH 6biTb AOCTYNeH ANS BCEX CETEBbIX
YCTPOWCTB KOMMeKca.

NopknioyeHune KLU kK HeckoNbKUM BHELLHUM CeTAM

Kpuntorpadunyeckuii w03 MoxeT 6biTb O4HOBPEMEHHO MOAK/OYEH K HECKOJIbKMM
BHEWHMM ceTsM (HanpuMep, NpuHagfexalMM pasHbiM npoBakgepaMm) nyTem
Mcnonb3oBaHmsa TexHonornm Multi- WAN. B AMNKLW "KoHTuHeHT" nopaepxuBaroTcs
cnegyouwme pexmmel Multi-WAN:

e nepenava Tpacdmka B COOTBETCTBMU C Tabnmuein MapipyTusaumm;
e obecrneyeHne 0TKA30yCTONUYMBOCTN KaHasa CBS3M;
e 6HanaHcmpoBKa Tpaduka mexay BHeWHUMN nHTepdencamm KLL.

Kpuntorpaguueckuin w3 mMoxeT OYHKUMOHUPOBATb TOMIbKO B OAHOM W3 nepe-
UMCNEHHbIX PEXMUMOB.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 1
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Pexxum "lMepepnava Tpadumka B COOTBETCTBUM C Tabnuuen mapwpyTtmusaunm” npeno-
CTaBnsieT agMMHUCTPATOPY BO3MOXHOCTb KOHTPO/IMPOBATb BHELLUHME KaHasbl CBSA3M
Mpuv NCNONb30BaHNM CTAaTUUECKON MapLUpyTM3aLnm.

B pexnme "ObecrneyeHne 0TKasoyCcTomMunBoCcTM kaHana cesasm" KLU npu Bbixoae 13
CTPOSi OCHOBHOIO KaHasia CBsI3W aBTOMaTUYECKUN NepekstoyaeTcsl Ha pe3epBHbIi. CTa-
TyC KaHana (OCHOBHOW WNW pe3epBHbIN) OnpeaenseTcss HasHaAuYeHHbIM eMy Mpu-
oputeTtoM. O6paTHOe nepek/toYeHNEe OCYLLEeCTBSIETCS MNOC/e BOCCTaHOBSIEHUS
paboToCcnoCco6HOCTM OCHOBHOMO KaHasla B COOTBETCTBMU C BbIGpaHHbIM aIfOpUTMOM:

e HEMEeA/eHHO;
e uepes yKasaHHOe BpeMs;
e nocne 3aBeplleHNst BCEX aKTUBHbIX COEAUHEHUN.

B pexwunme "banaHcupoBka Tpaduka Mexay BHEWHUMU uHTepdercamm KLU" wmc-
XoAsWmMn Tpadmk aBTOMaTUYECKM pacnpenensercs B COOTBETCTBMU C YKasaHHbIMMU
npasunamu. OgHOMY Knaccy Tpadmka COOTBETCTBYET OAHO NpaBmsIo.

B cuCcTEMHOM XypHasne perucTpupyTcs cieaytowme cobbiTus:
® nepektoYeHne KaHanos;
®  UN3MEHEHME COCTOSIHUS HEAKTUBHOIMO KaHana.

Mpumeyanue. B pexume Multi-WAN B kauecTBe kaHanoB CBA3M MEXOY KPUNTOLLMO3aMU MOTYT UCMOSb-
30BaTbCA BbIAENEHHbIE KaHanbl, UCKNIOYatoLLMe nepeceyeHre mexay cobol u ¢ cetamm obLiero nonb3o-
BaHUst (MHTEPHET 1 ap.).

Moakntoyenue KLU k Tened)oHHOWU KOMMYTUPYEMOK
WNK BbigeneHHON NUHUM

MNoakntoueHne KW k TenedOHHOM KOMMYTUPYEMOI UAN BbIAENEHHOW JIMHUK OCyLLec-
TB/ISIeTCA C NMOMOLLb0 MogeMa. MogeM nogkntovaeTcs K Kpuntorpaduruyeckomy LWo-
3y 4yepe3 COM-nopT unm USB-pasbeM. lMogknioveHne KLU ¢ nomowbio mMoaema
BO3MOXHO TOJIbKO K BHELLUHEN CeTw.

Bbl60p BapuvaHTa NOAKNKYEHNA K BHELUHEN ceTu OCYLLECTBNAKT NpUn perncrtpaummn

KLW. U3MeHUTb BapuaHT NOAKNOYEHUS BO3MOXHO TOJIbKO MpW nocneayrowen nHn-
umanusaumm KL,

Mpumeyanme. B LIYC BO3MOXHOCTb MOAEMHOTO MOAKIIOYEHNS OTCYTCTBYET.

Mpy NOAKMIOYEHUMN K KOMMYTUPYEMOWN JIMHUU COeAUMHEHWE YyCTaHaBNMBAETCS aBTo-
MaTMyeckn nNpu noctynneHmn Ha KLU IP-nakeTa, npeAHa3sHayYeHHOro 4515 OTNpaBKu
yepes BHELWHUN MHTepdeEC.

Mpn NOAKAKYEHUN K BbIAENEHHON NWHUKM COeAMHEHWEe YyCTaHaBMBAETCHA aBTo-
MaTtudecku npu ekaoveHun KLU, NmMeeTca BO3MOXHOCTb YCTaHOBNEHUA MOLEMHOIO
coeamHenunsa ¢ KLU no nHmumnatmee cepeepa yaaneHHOro gocryna. ns atoro Heob-
XOAVMO BKJIOUNTb pexunM f03BoHa no 3anpocy (demand-dial) Ha cepBepe agoctyna.

YnpaBfieHne HacTpolikaMu MOAEMHOr0 MOAKOUYEHMS MOXKET OCYLLECTBASATLCS Kak
LleHTpanM30BaHHO M3 NporpaMMbl yrnpasieHus, Tak n nokanbHo Ha KLLU. HacTpoikn
MOAEMHOr0 NMOAK/OUYEHMS, BbINOJIHEHHbIE SIOKANIbHO, B NporpaMMme ynpaBfieHUsl He
oTobpaxatoTcs.

Ona nogkntodenmsa KLU k BHeWwWHWM ceTaM C nomowbto XDSL-cepBucos npeny-
CMOTpeHa noaaepxka PPPoE.
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3alyMiieHHoe ynpaBneHue MapLpyTU3aTopoMm

3awmweHHoe yrnpaefieHMe MaplpyTM3aTopoM, pasMeLlleHHbIM Mnocne Kpun-

Torpadumyeckoro wto3a (BHe 3almaemMoro cerMmeHTa ceTn), opraHmsyeTcs cneay-

rowmM 06pasom (CM. pUCYHOK HUXKeE):

e Ha kpunTtorpaduyeckom wntose KL 2 onpenensioT 3allULLEHHYIO CETb U3 04-
HOro MapLpyTusaTopa;

e Ha kpuntorpaduyeckmx wintosax KL 1 n KL 2 cosgatot npaBuna dunbTpauum,
pa3speLlatome NpoxoxaeHue ynpasnsowero tpadvka;

e Ha MapwpyTusaTope A06aBNAOT NpaBWIO MapwwpyTusaumm Ans OTCbUku IP-
nakeToB K KOHCONW ynpaBrieHns yepes kpuntorpadudecknii w3 KLl 2.

aAMUHKCTPaTO pa

PM ynpaenenua
Map WP YTM3aTOpo M

3awudposarHbIi

pabm Mawpwnsamp

TakuMm 06pasoM, MCXOAHbIA ynpaBnsWMin TpaduK OT KOHCOMWM ynpaBieHus 3a-
wndposbiBaeTcsa kpuntorpaduyeckmm wno3om KW 1 1 no obwen cetn nepenaetcs
B 3awwndpoBaHHoM Buae Ha KLU 2. Kpuntorpaduyeckunin wnio3 KW 2 pacwnd-
poBbIBaeT TpadunK 1 NnepesaeT ero B OTKPLITOM BMAE Ha MapwpyTusaTop. IP-nakeTsl
OTCbINAIOTCS MapLwpyTU3aTOPOM K KOHCONM yrnpaBieHns TeM xe nytemM B 06paTHOM
nopsiake.

3almiLIeHHoe yrnpaB/ieHNe MapLlLIpyTM3aTOPOM BO3MOXHO TOJIbKO MPpU NpPsSMOM Nofa-
knoyeHun KLU 2 k o6wmnM ceTaM. 3alunLLEHHOE YNpaBieHe MapLpyTU3aTopoM npwu
noakntoyveHmnun KLU 2 yepes MmoaeM He nogaepXxmBaeTcs.
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O6paboTka IP-nakeToB

ObpaboTka IP-nakeToB OCyLeCTBASETCAS KpunTorpaduyeckummn wiosamm. Pexum
06paboTkn 3aBUCUT OT cTaTyca aboHeHTa CeTM MO OTHOLWEHMUIO K AaHHOMY Kpun-
Torpaduyeckomy Wwnto3y (CM. pPUCYHOK HUXKE).

0%

BHYTpeHHHe
a6oHeHTbI

PM
afpmHUCTpaTopa

BHewHwne
aboHeHTbI

KL-LyC1

3awmieHHan
nec

3awmuieHHas
nBec

CropoHHMe a00HEHTbI

AB60oHeHT — ntobol KoMMblOTEP, OTNpaBNsOWMA 1 nonydaowmin IP-naketbl. Abo-
HeHTbl IP-ceTn knaccuduumnpyroTcs cneaytowmm obpasom (Ha pUCyHKe — Mo OT-
HoLweHumto Kk KLU 1):

e BHYTpPEHHMN abOHEHT — BXOAUT B COCTaB CEerMeHTa CeTu, 3aMLLaeMoro AaHHbIM
KLU;

e BHeWHW aboHEHT — OTHOCUTCS K CerMeHTy CeTu, 3awmwaeMomy nbbiM apy-
rmm (OT/IMYHBIM OT AaHHoro) KLU komnnekca;

e  CTOPOHHMUI aboHeHT — nobon aboHeHT IP-ceTn, He BXOASAWMA B COCTaB 3allun-
LLAEeMbIX CEerMeHTOB.

®dunbTpaums IP-naketoB

Bce IP-nakeTbl, npoxoasiuiMe yepes KpunTorpaduyeckuin L3, nogBepratTcs
dunbTpaunn. Kaxabii KL nmeetr aBa dwunbtpa. ®dunbTpaumsa BbINOSHAETCS ABa-
XAbl, 40 1 nocne o6pabotkm IP-naketoB 610KOM KpunTorpadnyeckom 3awnThbl.

dunbTpaumsa IP-nakeToB OCyLeCcTBNSETCSs B COOTBETCTBMM C npasBuiamu, cdop-
MUPOBaHHbIMM Ha OCHoBe IP-azpecoB oTnpaBuTens M nosy4vaTtens, Ha3BaHWUS Npo-
TOokona, Homepos noptoB UDP/TCP n umeH ceTeBbiX MHTepdelicoB. poBepstoTcs
TakXe BpeMs, haKT ayTeHTUudunkauum (Ans 3alMaeMoOro cerMmeHTa), a npm punbT-
paunm NpuKIaaHbIX NPOTOKOSIOB — COAEPXUMOE NaKeToB.

Mpumeyanue. Mo yMonyaHmio NpoxoxaeHue Nniodoro IP-nakeTa 3anpeLLeHo, ecri 3T0 He PaspeLLeHO IBHO
COOTBETCTBYHOLLMM NPaBUMIOM (UNbTpaLyM.

Mpasuna dunbTpauum IP-nakeToB NoapasaensoTca Ha ABa Tuna:
e npaBunaa, chopMUPOBAHHbLIE KOMMIEKCOM aBTOMATUYECKH;
e MpaBuna, 3aAaHHble aIMUHUCTPATOPOM.

ABTOMaTM4yeckoe opMupoBaHue npasun dunbTpaunm ana gaHHoro KLU ocyuwec-
TBASETCA nNpy nHMumnanusaummn LYC u KLU. MpaBuna aTtoro tmna He oTobpakatoTcs
Ha 3KpaHe 1 He MOryT 6bITb yaaneHbl UM M3MeHeHbl aAMUHNUCTPATOPOM.

MpaBuna, chopMmMpoBaHHbIE KOMMIEKCOM aBTOMaTUYECKW, Pa3peLlaloT CoeMHEHUS
MeXxay CleaylolMMU 3IEMEHTAaMU KOMMeKca:

e LYC, NY LUWYC u areHTOM;
e LIYC n 3apernctpupoBaHHbIMN CETEBLIMU YCTPONCTBAMMU;
e OCHOBHbIM 1 pe3epBHbIM KLL.

AMNKL "KoHTMHeHT". Bepcus 3.9 14
PykoBoacTtBo agMuHucrtpartopa. NMpuHumnbl pyHKLUMOHUPOBaAHUSA



© KOMMAHWA "KOL BE3OMNMACHOCTN"

[Ons ocTanbHbIX COEANHEHUIM B paMKax KOpNopaTUBHOM CeTn npasuna dunbTpaunm
dopMUpyeT agMUHUCTPATOP.

Kpome TOro, agMMHUCTpATOp MOXET co3haBaTb npaswuna dwabTpauuu ans pas-
pelleHns He3alwndpoBaHHbIX COEANHEHUI CO CTOPOHHMMKW aboHeHTaMu (Beb-caliTa-
mu, FTP-cepBepamu).

BHumanme! lpu paspelseHnn HesawngpoBaHHbIX COEAMHEHWA OOLLMIA YPOBEHb 3aLUMLLEHHOCTW KOp-
NOPaTMBHOI CETW CHINKAETCS, NOITOMY Anst 06eCneyeHs MakCMarnbHOMo YPOBHS 3aLLmuTsl MHGopMaLmm pe-
KOMEHZYETCS 0TKa3aTbCst OT PA3pELLEHNS TaKMX COELNHEHNIA.

B KW npeaycmoTpeHa ¢yHKUMS aBTOMaTUMYECKOW onTuMusauum npaswmn GuibT-
paunun. ONTUMM3aumMsa NO3BOJSET YMEHbLUNTb KOSIMYECTBO NpaBua punbTpaumm, 3a-
rpy>aemblX Ha ceTeBOe YCTPONCTBO.

OnTuMMsaumm noanexaT OAHOTUMHble MnpasBufaa, pasnuyallmecs TOMbKO OT-
npasuTensiMM u nonydatensmMu. OTNpaBuUTENN U NONydaTesnu, yKasaHHble B TaKuUx
npasunax, aBToMaTUUYecku o6beanHATCA B rpynnbl. Ans Taknx rpynn co3aaeTcs
eAnHoe rnpasuio.

Ipynnbl, CO3AaHHbIE ANS ONTUMM3AUNKN, 0TOBPaXaTCA B TEXHOIOTMYECKUX OTYETAX
noA MMeHeM ipset<nopsiAKOBbIA HOMEp rpynmbli>.

Co3paHHble npu onTtMMmnsaumnnm npaswunia (bMﬂpraLI,VIVI 0To6pa>|<a+0Tc9| B KOHCO1U
NOKAJ/IbHOrO KOMMblOTEPA B CMUCKE 3arpy>XXeHHbiX. B obuem cnmcke npasun d)l/l)'le-
paunn B nporpaMMme ynpaB/iEHUA TaKUeE npasuia He OTOGpa)KalOTCﬂ.

Mpumeyanme. Mpu obLwem konudectse rpynn 6onee 1000 onTUMM3aLMIo BKNKOYATL He pekomeHayeTcs. Tak-
XE He PeKOMEeHOYyeTCs BKMoYaTh OMTUMM3ALMI0 NPU HamW4UW rpynn ¢ KONMYECTBOM 3nemeHToB Bonee
200000. Mpn NpeBbILLEHNN YKa3aHHbIX 3HAYEHWI (rpynn UmKM SNEMEHTOB B rpynne) onTuMMU3auums aBTo-
MaTUYeCKM OTKIIoYaeTCs.

CyLIecTBYIOT ABa pexunmMa paboTbl GUbTpa: 0CHOBHOW M MATKWIA. [Py OCHOBHOM pe-
XuMe paboTbl dunbTpa IP- NakeTbl, MNPOXOXAEHWE KOTOPbIX 3arnpelieHo, oT-
6pacblBaloTCa C perncrpaumeit asToro cobbiTns B xypHane HCA. Mpu Markom pexuMe
TakuMe nakeTbl TOJMIbKO perucTpupyroTca B XypHane HC[, HO nponyckalTcs
GUNLTPOM. MArKUIA pexuM npefHasHayeH AN HACTPOWMKM KpunTorpacmyeckoro
LLt03a NPU BBOAE €ro B 3KCMyaTaumio.

EcnvM nakeT He yOOBNETBOPSIET YCTAHOB/IEHHbIM MpaBuiaM ¢uabTpaumMm, OH OT-
BepraeTcsa 6e3 yBeAoMSIEHUS OTNPaBUTESNS.

3anpet gocTyna K pecypcam eauHoro peectpa PockomHaasopa

3anpeT Ha AOCTYyN K pecypcaM, BK/IOYEHHbIM POCKOMHaA30pOM B eAWHbIA peecTp,
MOXeT 6bITb peann3oBaH C MOMOLLbIO NpaBua dunbTpauumn. AAMUHUCTPATOP MOXET
C03aaBaTb AOMOJIHUTENbHbIE NpaBuia GuabTpaumm.

CBeneHuns, coaepalimecss B eMHOM peecTpe PockoMHaa3opa, No3BONAT UAEH-
TUdUUMpoBaTb CaNTbl, COAEpXKallMe 3anpelleHHY K pacnpocTpaHeHuto B Poc-
cuiickon ®eaepaunm nHhpopmauuto.

NHdopMaunio o 3anpeLleHHbIX pecypcax noyyarT Ha cainTe PockoMHaz3opa B BU-
A€ BbIrPY3KM U3 eANHOro peecrtpa, Bkovawuweln B ceba IP-agpeca 3anpelueHHbIX
CanToB, M 3aTeM cpeacTBaMu nporpammbl ynpasnenus LYC nomewatot B B LYC.
Mpwn 3TOM NpefyCcMOTPEHO aBTOMaTUYECKOE MoJTyYeHUe BbIrpy3Ku U 3anuck ee B B
LYC c noMowblo cneuuanbHOro areHTa, BXoasiwero B COCTaB NoOACUCTEMbl yNpaBs-
JNIeHNS KOMMJIEKCOM.

B nporpamme ynpasneHus LIYC IP-agpeca 3anpelleHHbIX CanToB, XpaHsalinecs B bl
LYC, otobpaxalTcs Kak rpynna ceTeBbix 06bekToB C uMeHeM "PeecTp 3anpe-
LLEHHbIX pecypcoB".

[Ons yctaHoBNeHWA 3anpeTa Ha AOCTYN K 3anpelleHHbIM pecypcaM aaMUHUCTpaTop
OO0JKeH co34aTb nNpasuio GuabTpauMm U B KadyecTee agpeca noaydarens (uam oT-
npaeuTens) ykasaTtb rpynny ceteBbiX 06bekToB "PeecTp 3anpeleHHbIX pecypcoB”.
Ha KLU, ans kotoporo 66110 co34aH0 gaHHOe npaBuio, hunbTpauns naketos byaer
OCyLLeCTBNATLCSA TOSIbKO no IP-agpecam ykasaHHoWn rpynnbl, T. €. no IP-agpecam
3anpeLeHHbIX CalToB.
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ABTOMaTM4yeckoe O6HOBNEHME CMUCKA 3anpeLlleHHbIX pecypcoB NoaAepXMBaeTCs
npu Hanu4umm areHta, obecnedmBarLero noslyyeHue BbIrPy3kKM C canta POCKOM-
Haa3opa v ee 3anuce B B, LIYC.

Bnok kpuntorpadmyeckon 3aluThbI

IP-nakeT, ycnewHo npowegwnii dunbtp IP-naketos, noctynaet Ha o6paboTky B
610K KpunTorpadunyeckon 3awmTbl.

Ecnu IP-nakeT nocTynua OT BHYTPEeHHUX abOHEHTOB 3alllMLIaeMOro cermeHTa, 6,10k
KpunTorpacmMuyeckon 3almTbl obecrneunBaeT ero cxartue, 3almndpoBaHue U MMn-
TO3aLWunTY.

Ons okatua IP-nakeToB mncnonb3yetcsa anroputMm oxatusa deflate. MNMpeaycmoTtpeHa
BO3MOXHOCTb BblbOpa CTeNneHn CxxaTus, a Takxke OTKOYEHUS 3TOr0 pexuma.

MpuMeHeHne CcKaTus NO3BONSET YBENIMUYMNTL CKOPOCTb Nnepeaayn IP-nakeTos No HM3-
KOCKOPOCTHbIM KaHanaMm CBf3M. Tak, Npuv NPOMYCKHOWM CrnocobHOCTU NMHUKM 64
K6éuTt/c ckopocTb nepeaaumn IP-nakeToB nocne cxaTtus Bo3pacTaeT B 1,5 pasa. Kpo-
Me Toro, ckaTtue IP-nakeToB obecneymBaeT AOMONHUTENBHYIO 3aWMTY NPU MOMNbITKE
MX HECaHKLMOHMPOBAHHOIO NepexsaTta BO BpeMs nepeaayun no obuwmMM kaHanam ces-
3.

CxaTtble IP-nakeTbl 3aWwmndpoBbIBAOTCA U MHKANCYINPYOTCA B HOBbIN IP-nakeT, B
KOTOpOM:
e B KauyectBe IP-aapeca MCTOYHMKA BbICTynaeT BHewHUnN IP-aapec KLU-oT-
npasutens;
e B KauvectBe IP-agpeca npuemHuka BbicTynaeT BHewHun IP-agpec KLI-no-
nydartens.
Cnucok appecoB, AN KOTOPbIX OCYLLECTBASETCA WundpoBaHME NakeToB, onpe-
OenseTcs cnnckoM cBasaHHbIxX KW n nx 3awuiiaemMbix ceTen.

Ecnu IP-nakeT nony4yeH oT cTopoHHero aboHeHTa, obpaboTka aToro nakera 6,10KOM
KpunTorpaduyeckon 3awmtbl He TpebyeTca. Ecnm nakeT nonyyeH oT BHewHero abo-
HeHTa, 6nok kpuntorpaduyeckon 3awmTbl NPOBEpPSeT LEeNOCTHOCTb Maketa wu
pacwudpoBbiBaeT ero (0CyLLeCcTBASET ero Kkpuntorpaduyeckoe npeobpasosaHme).

TpaHcnAumA ceTeBbIX aapecoB

TpaHcNsauMa ceTeBbIX aApPECcOB CYXUT Ana npeo6pasoBaHuns IP-agpeca TpaH3UTHbIX
nakeToB. XapakTepucTnku IP-nakeToB, Ans KOTOPbIX UCMONb3YETCA TPaHCIAUUS aa-
pecoB, onpeaensioT C NOMOLLbIO NPaBMA TPAHCAALMM.

OnvcaHue npaBui TpaHCNsSLUMM aApecoB npeacTtaBneHo B Tabn.l, 3ajaum, pe-
LIaeMble C MOMOLLbIO AaHHOro MexaHu3Ma, — B Tabn.2.

Ta6n.1 MNpasuna TpaHCAALUKN aApeCcoOB

Mpasuno OnucaHue

Ncxopsawme | MHMumaTop coeamHeHns — aboHeHT 3almieHHon cetn. B ncxoasawmx IP-
nakeTtax BHyTpuceTesoW IP-agpec oTnpaBuTeNns 3aMeHsAeTCa Ha YKa3aHHbIN
ny6nnyHbIi. ViMeeTcs BO3MOXHOCTb AMHAMUYECcKoro Bbibopa U3 gnanasoHa
nyb6nnyHbIxX agpecos. Bo Bxoasawmx IP-naketax, COOTBETCTBYOWMX JAHHOMY
coeanHeHuto, Ny6MYHbIN agpec nony4vyaTens 3aMeHsieTcs Ha
COOTBETCTBYIOLMIA BHYTPUCETEBOW

Bxoasawwne MHnumaTop coeanHeHns — CTOPOHHMIN abOHEHT, KOTOPOMY M3BECTEH TOIbKO
ny6nunyHeii IP-agpec nonyyatens. Bo Bxogsawmx IP-naketax ny6nnyHeiin IP-
agpec nonyyaTens 3aMeHseTCsA Ha yKa3aHHbI BHyTpuceTesow. MNopT
Ha3HayeHuns y Bxoasawmnx IP-nakeToB MOXHO Takxxe nepeonpenennts. B
nexopawmx IP-nakerax, COOTBETCTBYOWMX AAHHOMY COEAUHEHUIO,
BHYTPUCETEBOM aApec OTrNpaBuUTENS 3aMeHSAETCS Ha COOTBETCTBYIOLLNN
ny6AnNYHbIN

1:1 MHuumnaTop coeanHeHus — nrobas ctopoHa. B ncxogawmx IP-naketax
BHyTpuceTeBol IP-agpec oTnpaB1TeNsa 3aMeHSAETCA Ha YKa3aHHbIN
ny6nunyHeii. Bo Bxoasawux IP-naketax ny6nunynHein IP-agpec nonyyarens
3aMeHseTCs Ha YKa3aHHbIN BHYTpUCeTeBOM

AMNKL "KoHTMHeHT". Bepcus 3.9 1 6
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Ta6n.2 3apgaum, pewaeMblie C NOMOLLbIO TPAHCNSALMM aApPeCcoB

3apava Mpasuno
CKpbITUE CTPYKTYpPbl BHYTPEHHEN CETU 33 OAHUM NYHANYHbBIM agpecom Ncxoaswme
MpenocTaBneHne NonbL30BaTENAM C HEYHUKaNbHbIMU BHYTPUCETEBbLIMU Ncxoaswme

agpecamMn ooCtyna K BHELWWHWUM CETAM obuiero nonb3oBaHus

O6ecneyeHune J0CTyMNa U3BHE K BHYTPUCETEBLIM CEPBUCAM:

* [0 onpefeneHHbIM NopTam Bxoasiwme
e CnepeonpeaeneHMem NopToB Bxoasiwme
e 10 BceM nopTtam (06bIYHO MCMONb3YIOT ANs NPeAOCTaBeHUs 1:1

[OCTyMa K cepBepaM, HaxoAsWwmnMcs B IeMUTMTapu30BaHHOM 30He)

TpaHCNAUNa CeTeBbIX aApecoB BbIMOMHAETCHA nepes npuMeHeHneM npasuia puibT-
pauun. MNpun obpabotke IP-nakeToB 6510kOM KpunTorpadmMyeckon 3alimTbl TpaHC-
NAUNS CETEBbLIX aAPECOB HE MPUMEHSEeTCS.

3awmra ot DoS-atak

Ons npasuna punbTpaunmn, paspewatowero TCP-coegnHeHne, MOXHO BK/IHOUYUTb pe-
XWUM 3awWwnTbl oT DoS-aTak Tnna SYN-dpnya.

Mpu obpaleHnn KIneHTa K cepBepy AoCTyna Kpuntorpaduyeckuii W3 cHavana
yctaHasnuBaeT TCP-coeanHeHWe C K/IMEHTOM OT UMEHW cepBepa, a 3aTeM C cep-
BEPOM OT UMEHU KJIneHTa. [locne 3Toro KJMEHT C cepBepoM MoryT obMeHuBaTbCs ce-
TeBbIMW NaKeTamMu. [1ONYyOTKpPbITble COEAWHEHUSS C MPOCPOYEHHBIM BpPEMEHEM
0XUAaHWSA aBTOMaTUYECKU YAaNSaloTCa U3 o4epean.

N5 HacTpOMKM pexunma UCnonb3yoT c/lefyowme napameTpbl:

e MaKCMMasbHOE KOJIMYECTBO COeAUHEHUIA, KOTOPOE MOXET BblTh YCTAaHOB/IEHO MO
yKasaHHOoMy npasuny dunbTpaumm;

e BpeMs, Mo UCTEYEHUM KOTOPOro HEaKTUBHOE CoeAnHeHne ByaeT aBToMaTuuecKkm
pa3opBaHo;

e  KO/IMYECTBO HOBbIX COEANHEHWIA, PEFUCTPUPYEMBIX A1 AaHHOro npaBuna, B ce-
KyHAY.

O6HapyxeHue BTOpXeHUN (aTak)

B koMnnekce nogaep>xxuBaeT NpoBepKy Bcero Tpaduka, npoxoasawero yepes KL, Ha
HannyMe NonbITOK HEaBTOPM30BAHHOIO A0CTyna (CeTeBbiX atak). [nsa 3Toro K oa-
HOMY K3 ceTeBbIX MHTepderncos KLU nogknoyaroT ceTeBoe yCTpoMUCcTBO "[eTekTop
aTak" Cc yCTaHOBNEHHOM Ha HEM CMCTEMOWN OBHapy>XeHusl BTOPXXeHU (aTtak), u 3ToT
mHTepdenc onpenensetrcsa kak SPAN-nopt (Switched Port Analyzer). Yepes 3ToT
rnopt COB nony4yaetr konuwn Bcex IP-naketosB, npoxoaawmx depe3d KLU, n aHa-
NN3NPYET UX Ha HaM4Yne HeaBTOPM30BaHHbIX UAN NOAO3PUTENbHbIX AeUCTBUIA. Ko-
nun IP- nakeToB, OTAPaBASAEMbIX WM MNOCTYMUBLUMX MO 3aLMLWEHHOMY KaHany,
nepepatotcs Ha SPAN-MNOPT COOTBETCTBEHHO A0 UX 3awundpoBbIBAHMA UM NoOCAe
pacwundpoBbIBaHUS.

[eTeKkTop aTak KOHTPONMPYET Crneayowmne gaHHble 0 CeTeBOM Tpaduke:
e CeTeBOM agpec;

®  NCMNONb3yEMbIl MNOPT;

e 3HAYyeHus Nosnen CeTeBOro NnakeTa;

e  NAeHTUPUKaTOPbl NPOTOKO/IOB;

e pasMep nosien nakeTta;

® WHTEHCMBHOCTb Tpaduka.

AHanus AaHHbIX C Lenblo 06HapyXXeHUsl BTOPXKEHWUI OCYLLeCTBASETCS C UCMOJb-
30BaHWEM CUTHATYPHOIO U 3BPUCTUYECKOIO METOLOB.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 7
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MeToa CUrHaTypHOro aHanu3a OCHOBAH Ha NMpUMeHeHMW Habopa peluarwmx npa-
BWJ1, MpeaBapuUTeSibHO 3arpyXeHHblx B 6a3y AaHHbix LYC » nocTtosHHO 06-
HOBJNISIEMbIX C 3aAaHHON NEepUoANYHOCTbIO. Mpu 3TOM O6GHOBNEHWE peLlaoLWmX
NpaBu/l MOXET BbIMOMHATLCS Kak aBTOMaTUYEeCKM MO HacTpanBaeMoOMy pacnmcaHuio,
TakK U BPYYHY!O.

ABTOMaTM4yeckoe O0H6HOBNEHME pellatowmx npaBul OCYLLECTBSIETCS CneunanbHbIM
areHToM — areHToM 06HOBNEeHUN, B DYHKUNM KOTOPOro BXOASAT NMpoBepKa Hasmuus
HOBbIX 06HOBNEHWI, NoNyYeHne 06HOBNEHMI OT NOCTaBLLMKa 1 3arpy3Ka nux B cooT-
BETCTBUM C pacnuncaHmem B 6a3y aaHHbix LIYC.

OBPUCTMYECKUI aHanu3 BbISIBIEHUS aHOManui ceTeBOoro Tpaduka MOXHO Mpu-
MEHSATb B AOMOSIHEHWE K CUTHATypHOMY aHanusy. [pu 3TOM WCMNOAb3YKTCS Hac-
TPOWMKMN 3BPUCTUYHECKOIO aHanm3aTopa, 3a4aHHble N0 YMONYaHUIO.

CobbiTns, cBs3aHHble ¢ paboTon [IA 1 06Hapy>XEHMEM BTOPXEHWUI, PErUCTPUPYIOTCS
B ero JIokanbHbIX XypHanax n nepegatoTca B 6a3y AaHHbIX cpeacTtBamum areHTta LYC.
MpocMoTp cobbITMiN OCYLLECTBSIETCS B MporpaMMe NpoCMOTpa XXYpPHaNoB.

B cnyuae ob6HapyXeHus BTOPXEHUS WAM HapyweHus 6e3onacHOCTM, aaMu-
HUCTPATOPY OTCbINAETCSA COObLLEeHME NO /IEKTPOHHOW NOYTEe, @ B NporpaMmme ynpas-
neHuns LIYC nosasnseTcs BulyanbHoe otobpaxeHune 3adumkcmposaHHoro HCA.

B A npeaycMoTpeHbl cneaytowime BapuaHTbl aBTOMaTUYeCKOr0 pearMpoBaHus Ha
aTaku:

*  3anucb AeTanbHOM MHPOpMauum o dakTe aTaku B XypHasn UueHTpanbHou 6a3bl
OAHHbIX;

e oOnepaTMBHOE yBeAOMJiIeHMe aAMUHUCTpaTopa O (akTe BTOPXeHUs Mo 3feK-
TpoHHOWM nouTe u B MY LYC.

Konua tpaduka

ﬁ

YNpaenAoWmMe NaKeT

JalMuLEHHaR
nBeC

MNepenava ynpasnsowmnx naketos COB B KOHTpONMpyeMyto ceTb (CETEBOM CErMeHT)
ocywecTBnsercas B obpaTHOM nopsake u4epe3 SPAN- nopT wAuM 4yepes Jao-
MONTHUTENbHbIA CETEBO MHTEPDENC CUCTEMbI 0OHapPYXXEHMS BTOPXEHUIM (aTak), Ha-
CTPOEHHbIN crieunanbHbiM 06pasom.

HeobxoanMo yunTbiBaTb, YTO UHTepdelnc, onpegeneHHbln kak SPAN-NopT, AonXeH
MCNOb30BaTbCs TOMIbKO ANA Lesie aHanmsa ceteBoro Tpaduka.

BHumanue! 3anpeLlaetca nogknoyath uHTepdeiic, onpeaeneHHbiii kak SPAN-nopr, k niobbiM ceTsam — 310
MOXET NPUBECTU K NaBMHOOBPa3HOMY POCTY Tpadhuka W BbIBECTM CETH M3 CTPOS.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 8
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Mpumepbl TMNOBLIX BapuaHTOB Ucnonb3oBaHus JJA

MopxknioueHume AeTeKTopa atTaK C OogHUM HHTequEﬁCOM
MOHUTOPUHra

Ha pucyHke, npeacTaBNeHHOM HuXe, 3alMuiaeMas KoprnopaTuBHas ceTb npej-
npuaTna HaxoamTcs 3a kpuntowsito3om AMNKLI "KoHTuHeHT". Tpaduk mexay 3awm-
LLaeMon ceTblo 1 ceTaMn obLlero goctyna (Hanpumep, UHTEPHET) 3epKasnpyeTcs Ha
span-nopT KpuATOWJ/t03a. Span-nopT KPUNTOLW/I3a MNOAKNKYEH K MHTepdency
MOHUTOPUHIra AeTeKTopa aTak.

PM agmunucTpaTopa

ﬁ

Konua tpadmka

#

Ynpaenawowme nakeTbl

KomaHabl ynpaeneHmsa ot LIYC noctynalT Ha MHTepdenc ynpaBneHus geTekropa
aTak no 3awmweHHOMY KaHany.

MNopxknioueHume AeTeKTopa aTaK C HECKOJIbKUMM m-rrep(bev'lcamu
MOHMUTOPMHIa

B 3aBMCMMOCTM OT Mcnofnb3yemMoln annapaTHoM nnaTtdopmbl B JA MoxeT 6biTb Ha-
CTPOEHO OT OAHOr0 A0 TPeX MHTePdENCOB MOHUTOPUHIa. ITO AaeT BO3MOXHOCTb OA-
HOBPEMEHHO KOHTPOSIMPOBATb M aHann3nMpoBaTb TPAUKN, NPUXOASILLUME Ha KaXabIN
M3 TaKuX MHTEepdEencos.

Ha pucyHKe HMXe NokasaHo NoAaKYeHne K geTekTopy atak Tpex KL AMKLL "KoH-
TUHEHT", KaXKAbl U3 KOTOPbIX 3epKanupyeT TpadmK Ha CBOM span-rnopT.

@ 3 nBC @

3awmuieHHan
necC

PM
a8AMMHKCTpaTOPa

3alMuLeHHan
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MopgxknioueHUe AeTeKTopa aTak K KOMMyTauMoHHOMY o6opyaoBaHuio
CTOPOHHMUX NMpPoOU3BOAUTENEN

[eTeKkTop aTak MOXeT 6bITb NOAKIOYEH K KOMMYTAaLUMOHHOMY 060pyA0BaHMI0 (MapLu-
pyTu3aTopy, KOMMyTaTopy M np.), MMelLeMy B CBOEM COCTaBe span-nopT. Ha
PUCYHKE HUXe MoKa3aHo MOAK/OYEHME [AeTeKTopa aTak K KOMMyTaTopy C TpeMs
span-nopTamu (nopTbl 1, 3, 5), Ha KOTOpble 3epKanupyrTCs Tpadukm c NopToB 2, 4,
6.

IA

pe=b{HTERPEIC MOHIT OpHHIE BM MHTERBEIAT MOHHT OPHHIE ST 2e-

WrTepdeic moHwropura eml

KOMMYTATOP
:Q 0O OO {OX®
Span-nopTt Span-nopt Span-nopt

&t
&

Cetp1l

&t
&

Cetb 2

&t
&

Cetp 3

YnpaBneHue KkpuntorpadmyecKumMm Knroyamm

Cxema obmeHa MchopMaumeH no 3alwneEHHbIM KaHalaM CBA3U B KOpI'IOpaTMBHOﬁ
CeTHn, O6CJ'Iy>KVIBaeMOI7I KOMMNJIEKCOM, NpeacCTaB/1EHA HUXE.

MECTKUI ANCK

Kntoum napHon
cBA3M

Kniouesble Hocutenm

% Hocutens KL
Hocutens KLU

WaeHtudukatop
aAMuMHUCTpaTOpa

ALMUHUCTPATUBHBIN
KoY

MAK «COBO/1b»

Kntou ceasu ¢ LYC KLL,

TnasHbIA Koy KLU

nBC

PM
agmMuHucTpaTopa
ny uyc

WECTKWA ANCK

Kntoun ceasm KLU
cuyc

1| E

MAK «COBOJIb»

@

3awmueHHan
JIBC

-------

A~ 3awmieHHas
y NIBC

i
SKECTKUM ANCK

Kntoun napHoit
cBA3MN T

NAK «COBO/Ib»

Kntou ceasu c LYC KLU,

TnasHbI Koy KLU

MNpu paboTe KoMNAeKca MCMNOSb3yeTCs CUMMMETpUYHas Kpuntorpaduyeckas cuc-
Tema. Kpuntorpadudeckoe coeanHeHne mexay Asyms KLU B ceTn ocyliecTBnseTcs

AMNKLI "KoHTMHeHT". Bepcus 3.9
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Ha Knw4ax napHon ceasun. LudposaHne kaxaoro IP-naketa nponsBoamMTCs Ha UH-
AVBMAyanbHOM Kilode — Kio4de WwndpoBaHUsa nakeTa, KOTopbi dopMmupyeTcs U3
Kno4a napHou cBasn. Ana wudpoBaHUa AaHHbIX ucnonb3dyetcsa anroputMm FOCT
28147-89 B pexmme rammumpoBaHus C obpaTHOM CBSA3blD. MMUTO3awmTa AaHHbIX
ocylwiecTsnseTca € mcnonb3oBaHueMm anroputma FOCT 28147-89 B pexuMe Bbl-
paboTkm wmmMuTOBCTaBkU. CNUCOK K/IOYEN, WCMNOMb3yeMbIX KOMMIEKCOM, npea-
cTtaBneH B Tabn.3.

YnpaBneHne KpuntorpauyeckMmMmn Kao4amMm OCyLLeCTBASEeTCS LEeHTPasM30BaHHO
n3 LYC. Cpeacteamu LIYC ana kaxkgoro KLU BbINOMHAOTCA cnefytowme onepaumnn:

e reHepauus rnaeHbix knoden KLU, knouen ceasm ¢ LIYC n kntoden napHoi CBsA3n;
e nepegauya koyen Ha KL;

e CMeHa 1aBHbIX Kt4en, kntda ceasun ¢ LIYC n kntoyer napHoi CBa3u;

e (dopmMmpoBaHue knYeBbix HocuTenen KLL.

MNepepnava kntoyen napHom ceasm ¢ LYC Ha KW npom3eoamTcs nNo 3alMILEeHHOMY Ka-

Hany CBA3M Ha kntove cBasn ¢ LLYC. Knoun napHoW CBA3M, 3aM@pPOBaHHbIE Ha rnas-
HoM kJtode KLU, xpaHaTca Ha XecTkoM ancke KLU,

FnaBHbIM kntod KW n kntoy cBsaA3m ¢ LUWYC xpaHSATCS B 3HEpProHe3aBUCUMON NaMAaTH
MAK "Cob6onb" KLU, a Takxe Ha xecTtkoM ancke LLYC. Knouy xpaHeHMs HaxoauTcs B
3HeproHesasmcmmon namatm MAK "Cobonb", yctaHoBneHHoro Ha LYC, v npea-
Ha3sHaydeH ans 6esonacHoro xpaHewus B LIYC Ha xectkom aucke KLU ¢ LJYC.

naBHble KNo4K, kKnoum ceasm ¢ LLYC n knoum napHon ceasm reHepupyet LIYC 3 mc-
XOAHOro Knt4yesoro matepmana ("ucxogHasa kntoyesas nHoopmaumsa"). B kadectse
MCTOYHMKA UCXOAHON KNtoveBOon MHdOopMaunm MoxeT bbiTb ncnosb3osaH MNAK "Co-
6onb" nnu knoyesble 6n10kHOTLI PAM-006 1 (nnn) PATM-A.

Mpumeyanmne. Komnnektsl knioyebix 6rnokHotoB PAM-006 u POM-A Heobxogumo 3akasatb B yCTa-
HoeneHHom nopsake B L|BC ®CB Poccuu.

Ona 3awuTbl coegMHeHWsa Mexay nporpammoin ynpasneHus n LYC mncnonb3yetcs
cneunanbHbli aAMUHUCTPATUBHBINA KtOY. DTOT K/HOY XPaHUTCS Ha naeHTudgmkatope
aAMuWHUCTpaTopa KoMmnnekca wn B BA UYC. Knwoy agMmuHuctpatopa 3a-
wndpoBbIBAETCA € MCnonb3oBaHueM naponsa no NOCT 28147-89 B pexume ram-
MUPOBaHUA C 06paTHOM CBA3bI0. KaxaoMy 3aperncTpupoBaHHOMY aiMUHUCTPATOPY
NpUCBaMBAETCS YHUKANbHbIN KO,

CMmeHa ko4ven WwndpoBaHMS OCyLLEeCTBASeTCS NepnogmMyeckn B COOTBETCTBMM C NpuU-
HSATbIM MJIAHOM CMEHbI K/IIOYEN, a TakXe B C/ly4yae KomnpomeTtaummn kaoden. CMeHy
Kktoyen Ha LIYC BbINOSTHSAOT C MOMOLLbIO MPOrpaMMbl YNpaBieHUsl, CMEHY KJTIOYEN Ha
KLl — cpeacTBaMm NnoKasbHOMO yrpaBrieHus.

NmeeTcs BO3MOXHOCTb CpeACTBaMu MpOrpaMMbl ynpaBieHUs co34aTb pe3epBHbIl
Kno4YeBon matepuan. MNpu He06X0AMMOCTM Ha OCHOBE 3TOr0 KAOYEBOro MaTepunana
MOXHO CreHepupoBaTb kntod cBa3un ¢ LYC ana noboro KLL.

Ta6s.3 CNUCOK KJIIOYEN, UCMOJIb3YEMbIX KOMIMJIEKCOM

HaunmeHoBaHue
Ha3HaueHue MecTo xpaHeHus
KJo4a
Kntou napHoii cesisn | LUndpoBaHme aaHHbIX, Xectknii gnck KLU (B 3awimMppoBaHHOM
(Kij) nepeaasaembix Mexay KL, | Buae)
naBHbIl kntoy KLU LLndpoBaHue kntoyen B LYC, sHeproHe3aBucmMMas namstb
rnapHol CBSI3N Ans MAK "Co6onb" KL, USB-dnew-
XpaHeHus Ha KLU HakonuTenb
Kntou cBsa3um KW ¢ LLindpoBaHne aaHHbIX, B LYC, sHeproHe3aBncMMas namsatb
Lyc nepepasaembix mexay KLU | MAK "Co6onb" KLU, USB-dnew-
nuyc HakonuTenb
Knou xpaHeHus LndposaHune b4 LLYC DHeproHesasucuMas namMsaTb
MAK "Cobonb" LIYC
AMNKL "KoHTUHeHT". Bepcus 3.9 21
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HaumeHoBaHue
HasHaueHue MecTto xpaHeHus
K/o4a
AOMWUHUCTPATUBHLINA | 3alinTa COeANHEHUS MaeHTUdUKaTOp aAMUHUCTpaTopa
K104 nporpaMmbl yrnpasieHus
cuyc

AyTeHTUMKaLMA nonb3oBaTeren

NaoeHTndukaumna un ayteHTudukaums nonb3oBaTenen, paboTaowmMx Ha KOMIMbO-
Tepax B 3awwuweHHon cetu KLU, BbINOAHAKTCA C NMOMOLWbIO CrneunanbHOW npor-
paMMbl  "KOHTMHeEHT. AyTeHTudwukauusa nonb3oBaTensa”, yCTaHOBAEHHON  Ha
KOMMbIOTEpP NOMb30BaTENS.

Perncrpaumsi nosib3oBaTesisl BbIMO/HAETCS CPeACTBAMM LEHTPasIM30BaHHOMO yrpaBs-
JNIeHUsi KOMMJIEKCOM. lMpu perMcrtpaumy MNosb30BaTeNto NpUCBavMBaeTCs MMsS U na-
poJib. DTV UMS U MapoJib NOJIb30BaTENb YKa3blBaET MpU ayTeHTUDUKALMN Ha CBOEM
KOMMbtoTEpE.

JocTtyn npepoctaBnsieTcs rpynnam nosib3oBaTenen C NoMOoLWbio npasBui GUIbT-
paunmn IP-nakeToB 1 NpaBua TPaAHCASALMN CETEBbLIX aapecoB. pynna nosb3oBaTtesnemn
CBsi3aHa C onpegenieHHbIM ceTeBbiM 06bekTOM. [oCTyn, NpeAoCTaB/isieMbli 3TON
rpynne, 4eMACTBYET TOJIbKO Ha KOMMbOTEPAX, OTHOCSLLUNXCS K STOMY CeTeBOMY 06bek-
TY.

NHdopMauursa o 3aperMcTpupoBaHHbIX NOb30BaTeNsAX M rpynnax xpaHutcs B 6ase
AaHHbix LUYC, nHdopmaumsa o nonb3oBaTensax, Npoweawmnx ayTeHTudukaumo, — Ha
KLL.

[nsa BbINONHEHUA naeHTudUKaumMm n ayteHTudnkaumm nonb3osaTenen Heobxoanmo
BkAtoveHne Ha KLU pexwnma "AyTeHTUdunKaunsa nonb3osatenen” (cm. [6]).

Bo3MoOXxHa ayTeHTUdUKaLMS TOIbKO Ha TeX KOMMNbioTepax, KOTOpble NOAK/IHOYEHbI K
BHYTPEHHUM MHTepdencam KLU. AyTeHTudurkaums nosb3oBaTens Ha KoMnbloTepax,
NOAKIOYEHHbIX K BHewHeMy nHTepdency KLU, He BbinonHseTcs.

AyTeHTUdMUKaUMs NoNb30BaTENEN NPU MNOAKIIOYEHMMU K MEXCETEBOMY 3KpaHy Ha KLU
BbIMOIHSAETCS MO MAEHTUPUKATOPY U NapOSI0, HEKPUMTOrpadUYeCcKMM crocobom.

O6bmMeH paHHbIiMM Mexay KLU v nogknrovaemMbiM KOMMBbIOTEPOM OCYLLECTBISIETCS MO
npoTtokony TCP.

YcTaHoBKa 1 HacTponka nporpaMmbl "KOHTUHEHT. AyTeHTudunkauum nonb3osatens”
npeacTasneHbl B [6].

O6ecneyeHne OTKa30yCTOMUYNBOCTU KOMMJSIEKca

PesepBHoe KonupoBaHue U BOCCTaHOBJ1eHUEe 0a3bl gaHHbIX LIYC

Pe3epBHOe KOMMpoOBaHWE W BOCCTAHOBEHUE 6a3bl gaHHbIx LYC npeaHasHa4€eHbl
Aana 6bICTp0r0 BOCCTAHOBJIEHUA pa6OTbI CETWN B C/lydae BbIXo4a U3 CTPOA WTATHOIo
LycC.

PesepBHOe konupoBaHue 6a3bl gaHHbiX LIYC BbINONHSETCA aBTOMaTtn4yecku no 3a-
LaHHOMY pacnumcaHuio. PekoMeHAyeTCa nocnie KaXxaoro U3MeHeHUs HacTpoeK KoMmn-
NleKca COXPaHsATb pe3epBHYI0 KOMUIO BPYYHYIO.

B cnyuae Bbixoga LIYC n3 cTpos ocyuwectBnsetcs 3ameHa KLU, Ha KOTOpoM yHK-
umonmpyet LIYC, Ha paboTocnocobHbIi. MNocne aToro aaMmMHMCTpaTop 3anyckaeT npo-
Leaypy BoccTaHoBfieHMs 6asbl gaHHbIX LYC M3 paHee coxpaHeHHON pe3epBHOM
Konmn. CoxpaHeHue pe3epBHOW KOMWU W BOCCTaHOBsieHWe 6asbl AaHHbIX OCy-
LLeCTBAAOTCS aAMUHUCTPATOPOM C MOMOLLbIO MPOrpaMMbl yrpas/eHuns.
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AnnapaTHoe pe3epBuUpOBaHMe

AnnapaTHOe pe3epBupoBaHMe npegHasHadeHo ansd obecnedeHus 6ecnepeboriHon
paboTbl KOMMNIEKCa B C/ly4ae BbixoAa n3 cTposi kakoro-nnbo KLU nnum KK.

MpumeyaHmne. Bo3mMoxHOCTb annapatHoro pesepsupoBaHust otcyTcTayeT y KLU, nogkmioyeHHbIX K Tene-
(HOHHbIM MIMHUSIM C MOMOLLbHO MOZIEMA.

AnnapaTHOe pe3epBMpOBaHWE OCYLLECTBASETCS NyTeM NOAK/IHOYEHUSA K OCHOBHOMY
KpunTorpaguyeckomy Lo3y (nnu KPUNTOKOMMYTaTopy) pe3epBHOro
yCTponcTBa — co3gaeTcs knacrtep. Jlioboe n3 yCcTponcTs Takoro kjacrepa MoXeTt
6bITb KaK OCHOBHbIM, TaK U pe3epBHbIM. IP-  MAC-agpeca BHELWHEro U BHYTPEHHUX
MHTEPdENCOB Y OCHOBHOIO 1 pe3epBHOro YCTPOMCTB coBnaaatoT. [pu NnoakIo4eHnmn
ceTeBOro 060pyAoBaHUs K AaHHbIM MHTepdencaMm Heob6XoANMO BbINOSIHUTL ero HacT-
poViKy, uckawyatwLwyto obHapyxeHue "netenp".

Ons obMeHa cnyxebHbIMU AaHHbIMU MeXAYy OCHOBHbIM W pe3epBHbIM KLU mncnonb-
3ylOTCA  CreumanbHO BblAENEHHbIE WHTepdencbl (Takmx UHTepdencoB pe-
3epBupoBaHums y KLU moxeT 6bITb Heckonbko). MNpuem u nepepgadva WnppyeMbix
OAHHbIX UK 06bMeH aaHHbIMK C LIYC yepe3 aTn unHtepdercsl HEBO3MOXHbI. IP-aa-
peca nHTepdencoB pesepBnpoBaHMS A0OJIXKHbI 6bITb YHMKaNbHbIMU ANS AaHHOW KOp-
NnopaTMBHOW CETU M pasnumyaTbCs AN OCHOBHOro m pesepsHoro KLU. Ha pucyHke
npeacTaB/ieH NpUMep UCNoAb3oBaHUS pe3epBHoro KLU B kopnopaTuBHOM ceTu.

10311

10312

10.2.1.100 .
PezepsHbin

KLU

193.20.39.17

OcxosHoi
KLU

153.20.39.17

Ecnn oba KLU pacnonoxeHbl B O4HOW CepBEPHOM CTOWKe, AJsi UX COoeAMHEeHUs
MCNOSb3yeTCs CeTeBOW Kpocc-kabenb. B ocTanbHbIX Ciyvyasx coeguMHeHue KpUnTo-
rpadmyeckmx LWNO30B ocyLllecTBnseTcs yepes IP-ceTb.

B wraTtHOM pexumMe paboTbl ocHoBHOM KLU o6pabaTtbiBaeT npoxoasiuime yepes Hero
IP-nakeTbl n ocywecTtBnseT cBa3b ¢ LLYC. KpoMe 3TOro oH nepnogmyeckn nepeaaet
Ha pe3sepBHblii KLU Tekyline 3Ha4yeHuUs CYETUYMKOB MNaKkeToB. M3MeHeHust B KOH-
durypaumoHHon mHdopmaummn, noaydeHHonm ot UYC, nepepatotcs Ha pe3epBHbIN
KLU no mepe nocTynsieHus.

PesepBHbIli KLU npyHMMaeT TONbKO AaHHblE CMHXPOHM3aumMn oT ocHoBHoro KLU. Ero
BHYTPEHHMWE N BHELHWN NHTepdenchbl oTKo4eHbl, o6paboTka IP-nakeToB He Npous-
BoauTcsa. OTCcyTCcTBME curHana oT ocHoBHoro KLU BocnpuHuMMaeTcs Kak ero oT-
K/toYeHue, n pesepsBHbil KLU aBToMaTUyeckn nepexoanT B aKTUBHbBIN pexuM. Bpems
nepexoga pe3sepsHoro KL B akTUBHbIN pexunm cocTtaBnseT okono 30 cekyHA nocne
nepeknawoyeHnsa. [llpyu 3TOM B OCHOBHOM OKHE Mporpammbl  yrnpasieHus
LLYC nameHunTCs BUA NMKTOrpamMmbl, otobpaxatowien sbiweawini ns ctpos KL,

O6paTHoe nepektoyYeHne KaHana cBsA3u Cc pesepBHoro KLU Ha OCHOBHOM MOXeT
OCYLLEeCTBAATLCS KaK BPYYHYIO aAMMHUCTPATOPOM U3 MPOrpaMmmbl ynpasieHus, Tak u
aBTOMaTMyeckun. B aBTomaTMueckom pexunme pesepBHbIin KLU (KOTOpbIN B AaHHbIA MO-
MEHT SIBMIIETCA aKTUBHbIM) OTC/EXMBAET Hanu4uune coobuieHnn ot ocHoBHoro KLU n
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Npu UX NOCTYMJIEHWUMU B TEYEHME YCTAaHOBIIEHHOIO BPEMEHW OCYLLECTBASIET 06paTHOE
nepekntoyeHne. HacTporika aBToMaTM4YeCKOro pexmnMa oCyLLeCcTBASETCS C MOMOLLbIO
nporpamMMbl yrpaB/ieHuUs.

ABTOMaTUUECKOe MepeKkioUeHne Kpuntorpaduyeckmnx L30B8 B KacTepe ocyliec-
TBSIETCS TaKXe Mpu NoTepe COeAMHEHMS Ha KakoM-M60 M3 MUCMOMb3YeEMbIX ce-
TeBbIX MHTepdecoB. MNepekntoyeHne BbIMOMHSAETCS MO CAeyoLEMY anropuTMmy:

e [poBepstoTCcs BHewHWe nHTepdencol. AKTUBHbIM ctaHoBuTca KLU, y koTOporo
6onbwee KonnyecTso paboTocnocobHbIX BHEWHNX NHTEphENCoB.

e [lpy 0ANHAKOBOM COCTOSIHUN BHELIHUX MHTEePdENCoB NpoBepseTcs KOM4ecTBo
(PYHKUMOHUPYOWKNX BHYTPEHHUX UHTEepdelicoB. AKTUBHbIM cTaHoBUTCA KLU, y
KOTOPOro KoinmyecTBo paboToCnoCobHbIX BHYTPEHHUX NHTepdencos 6onbLue.

e [lpy 0AMHAKOBOM COCTOSIHUW BHELWHUX UHTepdencos M nNpm OAMHAKOBOM KO-
nunyectee paboTocnocobHbIX BHYTPEHHUX MHTEPdENCOB:

* MpWU BK/IOYEHHOM aBTOMaTMUYECKOM peXmMe aKTMBHbIM CTAaHOBMUTCS OCHOB-
How KLL;

® NPV BbIK/IOYEHHOM aBTOMATUYECKOM pEXMME MepeK/IloYEHNS He Mnpouc-
XOAUT.

MexaHn3M paboTbl HECKOJIbKMX MHTephencoB pe3epBUpOBaHUA crneaytowmin. Ons
obMeHa TpadMKOM Mexay OCHOBHbIM U pe3epBHbIM KLU Bcerga ncnonb3yercs ToNb-
KO OAMH MHTepdeic. MNpu BbIxoae 3TOro MHTepdenrca U3 CTpost BbINMOMHAETCS aB-
TOMaTUYECKOE MNEpeK/IloYeEHNE Ha chneaywmn nHtepderc. Cboii Ha oTAENbHOM
uHTepdelice B cucteMe He oTobpakaeTcs. PermcrtpupyeTtcs B XXypHane u 0To6-
paxaeTcsi B NporpaMMe ynpaBfieHUs TOSIbKO BbIXOZ U3 CTPOSi BCEX UHTEpPdeElicoB pe-
3epBMpPOBaHuUS.

LI,eHTpanusoBaHHoe ynpaBreHune cetesBbiMUAN yCTpOﬁCTBaMM

YnpaBneHne ceTbio OCYLLECTBASAETCS C MOMOLbIO MNpOorpamMmMmbl yrnpaeneHus, ycra-
HOBJIEHHOM Ha OAHOM WM HECKONIbKUX KOMMbIOTEPAX 3alULEHHOIO CErMeHTa CeTn
(PM agmuHucTtpaTtopa). OrpaHuyeHue Ha konuyectso PM agMuHucTpaTtopa OT-
CyTCTBYET.

DTN KOMNbIOTEPbLI AOIKHbI BXOAUTb B 3aLUMULLEHHYIO CETb, K KOTOPOM MOAKJ/IOYEH
oAvH n3 nHtepdeicos LLYC. O6bluHOe MecTononoxeHne PM agMnHUcTpaTopa — B ce-
W, 3awmwaemon Takmm KLL.

MporpamMma ynpasneHus yCTaHaB/IMBaAET 3alluiieHHoe coeamHeHue ¢ LYC mn nos-
BOJISET KOHTPOSIMPOBATb BCE CeTeBble YCTPOMCTBa Komnnekca yepes LYC B guva-
JIOrOBOM pexunme.

BHumanme! 3anyck nporpammbl ynpaBfieHUs BO3MOXEH TOMbKO MpU NpegbsBneHu uaeHTudukatopa
afMUHUCTpaTOopa Komnnekca.

Cesa3b mexay KLU, ynpaBnsiembiMmu pasHbimu LIYC

MiMeeTcsi BO3MOXHOCTb OpraHu3aumm 3allULLEHHOro coeamHenns mexay KL, npu-
HaaNexawmMMn pasHbiM KpUNTOrpamMyecknuMm CeTsM U yrpaBfsieMbIMU Pa3HbIMU
LycC.

[nsa 3Toro agMMHUCTPATOPbI 3TUX CETE PernCTPUPYIOT KaxXablii B CBOE NporpaMmme
yrnpaBfieHWss BHELWHIOW KpunTorpaduyeckyto ceTb W O0OBMEeHMBaKTCA  KOH-
durypaumMoHHbIMK aliiaMm Co CMUCKOM pa3peLleHHbIX K 4OCTYyny pecypcoB. MNepen
OTNpaBKOW KOHMUrypauMoHHbIA dann cHabxaeTcs 3/1eKTPOHHOW MOoAMUCBbIO U 3a-
wndposbiBaeTca. Mpu nonydyeHun darina BbIMNOJHSAETCS MNPOBEpPKa 3/1EKTPOHHOW
noanucu 1 LEeNOCTHOCTU, a TakXe paclndpoBaHme ero CoAepXX1MMoro.

NHdopMaunoHHbin obMeH Mexay KLU, npuvHagnexawmMmu pasHbIM CeTaM, pe-
ryaupyeTca c nomouwblo npasun dunptpaumn. Knoum napHon ceasm KLU re-
HEPUPYIOTCH Ha OCHOBE CNeuManibHOro MexXceTeBoro K/ua.

OnAa reHepaunm MexceTeBoro Kwua, CbOpMVIpOBaHMﬂ SHEKTDOHHOVI noanucun u 3a-

WNpOoBbIBAHNA KOHMUIypaUMOHHbLIX (anioB B KOMIMJIEKCE MCMNOMb3yeTcss cob-
CTBEHHas MHMPaCTPYKTypa OTKPLITbIX KAoYen. MeHepaumio KAo4YeBOW Mnapbl U
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n3gaHve ceptudukaTa OTKPLITOro Kwya AN cBoen cetu BbinonHset UYC. Aa-
MUHUCTPaTOpbl OBMeHuBalOTCA 3TUMM cepTuduKaTtaMnm A0 Hadana npouenypsl
opraHu3aunm CBSA3N Mexay CETAMMU.

ceTeBbIX ycTpoucTB no npotokony SNMP

B komnnekce MOXHO KOHTponMpoBaTb paboTy ceTeBbiX YCTPOWCTB C MOMOLLbLO
CpeAcTB ynpaBneHust obbektamm cetn no npotokony SNMP. TakuMm 06pa3zoM MOXHO
KOHTPO/IMPOBaTh ClieAytolmne napaMeTphbil:

e BpeMs paboTbl CETEBOro YCTPOMCTBA C MOMEHTA BK/IIOUYEHUS;
®  KOMMYECTBO NOIyYeHHbIX/NepesaHHbIX NaKeToB;
e cocTosiHue nHtepdencos (Up/Down) u np.

PeannsoBaHo ob6cnyxuBaHMe 3anpocoB "Ha 4YTeHUEe" K CeTeBOMY yCTpPOMUCTBY. Me-
€TCS BO3MOXHOCTb pPaccCbl/iKU Ciy»XxebHbiX coobueHunin (traps). 3T coobuieHns pac-
CbINIAKOTCS NPY BO3HUKHOBEHUWN CNEAYIOWNX COBbITUI:

e "xonogHbin 3anyck" (coldStart);

e (uU3MYeckoe HapylleHue cBsA3n Ha nHTepdeice (linkDown);
e BOCCTaHoBNeHue cBsA3M Ha nHTepodeince (linkUp).
MoapobHoe onncaHue moayns npueoanTcs B [7].

LleHTpannsoBaHHoe ynpaBreHne napametpamm SNMP

LleHTpanMsoBaHHOe ynpaBneHne napaMeTpaMm B3aMMOAENCTBUS MO MPOTOKOJY
SNMP ocywectensetcs s MY LYC.

@OYHKUMOHaNbHblE BO3MOXHOCTU LLEHTPaM30BaHHOMO yrnpasfieHus obecneymBatoT:

e [OCTYN K MOHWTOPUHIY CETEeBOr0 YCTPOMCTBA MWW HECKONbKUX CeTeBbIX
YCTPOWCTB;

® BO3MOXHOCTb U3MEHEHUSA NapaMeTpoB MNOAKIKYEHUSA CUCTEMbI MOHUTOPUHIA MO
npotokosay SNMP;

e HacTpoliky reHepaumn SNMP trap-coobeHui.

MoapobHoe onncaHwe NpUHUMMNOB LIeHTPann30BaHHOIO ynpaBieHus NpeacTaBieHo
B [2].

Multicast-BewaHue

Komnnekc noaaepxunBaeT cneayowme MeTolbl pacCblsIKV NaKeToB:

e Unicast — opgHoHanpaBneHHas nepejava [AaHHbIX (CEeTEBOW NaKkeT Hanpas-
naeTcsa ogHoMy azpecarty);

e Multicast — rpynnoBasi nepegaya AaHHbIX (CETEBOW NaKeT OAHOBPEMEHHO
HanpaBnseTca onpeaesieHHoN rpynne aapecaTos).

MeToa pacchl/iku onpeaenseTcs TMNoMm ceteBoro obbvekTa (cM. [2]).

Multicast- BewaHne uUCNonb3yT AN OpraHu3auum MynbTuMeamaTpaHcnsuumn,
BMAEOKOH(epeHUMi, BUaAeoHabtoaeHNs 1 T. M.

[na rpynnoBoi pacchiikKM UCMOMb3yeTCcs CneunanbHO BblAENEHHbIA AMana3oH ce-
TeBbIX agpecos oT 224.0.0.0 go 239.255.255.255.

ABTOMaTM4yecKkasi HAaCTpoMKa ceTeBbIX NapamMeTpoB

KpunTtorpadunuyeckuin W3 MOXHO Mcnosb3oBaTb B kadectBe DHCP-cepBepa nnm
DHCP-peTpaHcnaTopa. DTo NO3BOJSET KOMMNbOTEPAM aBTOMAaTUYeCKM nosyyaTb IP-
aapec n gpyrve napameTpbl, Heobxoammblie anst pabotbl B cetu TCP/IP npu 3a-
rpyske.

CepBuc DHCP pocTyneH TONbKO A7 KOMMNbIOTEPOB, PAaCMoOfIOXKEHHbIX B 3a-

LWMLWEeHHbIX (BHYTpeHHUX) cermeHTax KLU. Mpu 3TOM 3a OAHWM BHYTPEHHUM WH-
Tepdericom KL MoxeT pacnonaratbCs TONIbKO OANH AOMEH.
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CepBuc DHCP Ha KLU moxeT 6bITb OTKNOYEH nnu pabotaTtb B O4HOM U3 ABYX pe-
KMUMOB:

e cepBsep;
e peTpaHcasaTop.

Pexxnm peTpaHcnsaTopa UCNONb3yeTcsl B Cy4dasax, Korga KOMNbOTEP HE MOXeT noa-
knountbes K DHCP-cepBepy Hanpsimyto. DHCP-peTpaHcnsaTop obpabaTbiBaeT CTaH-
OAPTHbIA WnpokoBewaTenbHbin DHCP-3anpoc n nepeHanpasnsetr ero Ha DHCP-
cepBep B BMAE LeneHarnpasnieHHoro (unicast) nakerta, a nonyyeHHbin ot DHCP-cep-
Bepa OTBET, B CBOIO o4vepenb, nepeHanpasnsaeTr DHCP-knueHTy.

Mo ymonuanuto cepsmuc DHCP Ha KLU oTknto4veH.
YnpasneHune cepencoM DHCP ocyuwectBnaetcs yaaneHHo cpeacrtesamm My LYC.

Moppepxka QoS

Komnnekc nogaepxusaeT paboTy cneaylowmx MeXaHu3MoB yrnpaseHns QoS:
e Knaccudukaums Tpaduka;

e Mapkuposka IP-nakeToB;

e ynpaBJieHWe neperpyskamm C NoOMOLLbIO ouepenen;

e MpeaynpexaeHue neperpysok.

Knaccudukauma tpachbuka

Knaccel Tpadumka onpegenstoT B cneumasbHOM CrlpaBoyHuMKe. MakcuMasbHoe KO-
nnyecTBo knaccoB — 32. MNpUHaANeXHoOCTb KOHKpeTHbIX IP-nakeToB knaccy yka-
3blBaeTCcs B Npasuiax GuabTpaunmn n TpaHCASaLNK.

Mapkuposka IP-nakeros

Mapkunposka IP-nakeTta onpegensercs 3HadyeHneM nonsa ToS B 3aronoske IP-na-
KeTa. MNpaBuia MapKMpoOBKW 3ajatloT NMpu onpeaeneHnun knacca. MimetTcs cneapyto-
Lne BO3MOXHOCTM aBTOMaTM4veckon obpaboTkm nons ToS:

® COXpaHeHMe MMeILerocs 3HaYeHus;
e 3anoJsiHeHue knaccudpukatopom DSCP;
e 3anoJiHeHue knaccmdukaTtopom IPP.

YnpaBneHue neperpy3KkamMm Cc NnoMoubio ouepepen (pacnpegeneHue
no ouepepsam)

KoMmnnekc npenocraBnseT BO3MOXHOCTU NO YNPaBAEHUIO O4epeasiMu Crieay oLWwmnX Tn-
nos:

e ouepeab Ha o6paboTky IP-nakeToB 6710KOM KpUNTOrpadUYECcKon 3aLnThbl;

e ouepeab Ha oTnpaeky IP-nakeToB ceTeBbIM MHTEPdENCOM.

O6paboTtka IP-nakeTtoB 6/10KOM KpnNTOrpacnUYeCcKom 3aLmThl BbINOJIHAETCS B COOT-
BETCTBMW C NMPUOPUTETOM, YKasaHHbIM AN AAHHOro knacca tpadwka. Mpuoputet

yKa3sblBaeTCcs B CBOMCTBax ksacca. Bo3amoxHble 3HaueHus 0—31. bonbwemy 3Ha-
UYEHMIO COOTBETCTBYET 60s1ee BbICOKMIN NpuopuTeT.

MeToabl 06paboTku ouepeaen (NNaHUpPOBLLUMKK) Ha oTNpaBKy IP-nakeToB ceTeBbIMU
uHTepdelicamm npeacrtasneHbl B Tabn.4. Ha ceteBoM mHTEepderice MOXHO OpraHu-
30BaTb o4epean TOJIbKO C OAMHAKOBbIM MeToAoM 06paboTku. MakcvmManbHOe KO-
nuyecTtBo ovepegenn — 16 gns PRIQ n 8 ana CBQ n HFSC. IP-nakeTbl, ANs KOTOPbIX
oyepenb He onpeaeneHa sBHbIM 06pa3oM, NOCTYNAKOT B o4epeb MO YMOAYAHUIO.

Ta6n.4 Metoabl 06paboTkun ouepenen

Meton | OnucaHue

PRIQ Priority Queuing. MocnegosaTtenbHas 06paboTka ouepenen B COOTBETCTBUU C UX
npuopuTeTamu. BoamoxxHa MOHOMNOM3aLUNsi KaHasna BbICOKONPUOPUTETHLIMU
oyepensamu
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Meton | OnucaHue

CBQ Class Based Queuing. O6paboTka ouepeaei B COOTBETCTBUU C BblAENEHHOM Ha
oyepeb Aosiei obLel Nosockl MPONycKaHus. IMeeTcs BO3MOXHOCTb YUYMTbIBaTb
NpuUopUTETbI O4epeaeit, a TakXKe BK/IYaTh ANs o4epean MeXaHu3m
3aMMCTBOBaHUSA 06LLel NOI0Ckl MPONyCKaHWs B C/lydae HeMCNosib30BaHUs ee
apyruMn ouepeasamm (borrow)

HFSC Hierarchical Fair Service Curve. lJononHUTENbHO K BO3MOXHOCTAM CBQ
npeanaraeTcs ABa TMNa ynpasneHus ovepeabio: realtime u linkshare (cm. Tabn.5).
MapameTpbl Service Curve B JaHHOW BEPCUN HE NOAAEPXKMBAOTCSA

Tabn.5 flononHuTenbHble napameTpbl HFSC

MeTopn

OnucaHue

realtime

Monoca nponyckaHusl, rapaHTMpyeMas Ans AaHHOM ovepean He3aBUCUMO OT
notpebHocTeln Apyrmx odepenen. Npu He06Xo0AMMOCTU yKa3aHHOE 3HaYeHme
MOXeT 6bITb NPEBbILLEHO, eC/1 onpeAeneHo 3HayeHre napamMeTpa upperlimit

linkshare

[onsa obLert Nonockl NPoONyCcKaHWs, BblAeNeHHas Ans AaHHOW oyepeaun. MNpu
Heo6X0ANMOCTHN yYKa3aHHOE 3HaUYeHMe MOXET BbITb NPEBbILLEHO, eCnu
onpefesneHo 3HayYeHne napaMeTpa upperlimit

upperlimit

MakcuManbHas nosoca NponyckaHusa, ycraHasavsaemas Ans AaHHOM ovepeau.
3HayeHve napameTpa A0/KHO 6bITh 60MbLUE NN paBHO 3HAYEHUIO, YKa3aHHOMY
Ansa napameTtpa realtime unu linkshare. Heob6s3aTenbHbI napameTp

MpepynpexxpeHue neperpy3ok

MoanepxnBaeMble KOMMIEKCOM MexXaHM3Mbl 3alnTbl OT Neperpy3oK npeacTaBfieHbl
B Tabn.6. BKkAOYEHME HYXXHOMO MExXaHM3Ma BbIMOJIHSETCS NPU HACTpPOKe odepeamn
Ha CETEBOM MHTepdeiice.

Ta61.6 MexaHM3Mbl ynpaB/ieHUsA NepenosiHeHUueM ouepenei

MexaHusm

OnucaHue

RED

Random Early Detection. NMpeaynpexaeHne neperpy3ok nyteM otbpacbiBaHus
nakeToB U3 Cy4YanHo Bbl6paHHbIX ceccuin. Mpu ncnonb3osaHnn RED
HEBO3MOXHO pa3aesieHue no knaccam QoS

RIO

RED In/Out. Pa3zHoBmaHOCTb anroputMa RED, no3sonstowias ncnonb3oBaTtb
knaccel QoS

ECN

Explicit Congestion Notification. MpeaynpexaeHue neperpy3ok nytem
yBeAoMeHns oTnpasnTensa nocpeactsom ECN-ceccum

Mopnpepxka IPv6

Komnnekc nogaepxveaer paboTy C KaHanaMu CBA3W 06LWMX ceTel nepeaayn AaH-
HbIX, WMCMOJb3YIOWMX MNPOTOKO/bl IPV6. Mpu 3TOM AENCTBYIOT MPUBEAEHHbIE HUXE
npasuia u orpaHuyeHmns:

e [Ipotokon IPv6 nopgaepxmBaeTcs TONIbKO BHeWwHUMK nHtepdercamm KLW/OA n
MCMOJIb3yEeTCs TOMIbKO AN 3awmndpoBaHHOro Tpaduka.

e CBa3b Mexay AByMs KLL MoxeT 6bITb yCTaHOBEHa TONbKO Mpu COBNaaeHnu sep-
cuin IP Ha nx BHeLWHNX nHTepdencax.

e B 3aWMUIEHHbIX MOACETAX KOMMJIEKCa WCMOMb3YeTCcs afpecHoe MpoCTPaHCTBO

IPv4.

e Ynpasnsawwnii Tpaduk LYC-KLU MoxeT oCyLecTBAATbCA Kak Mo NpoTOKOny
IPv6, Tak u no npotokony IPv4 (B 3aBMCMMOCTU OT Bepcun IP Ha BHELHUX WH-
Tepdencax KLL).
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e Paboune cTaHUMM 3alMLLAEMON KPUNTOLLUIO30M MOACETM HE MOryT obpalaTbcs
K pecypcam IPv6 B OTKpbITON ceTn n Ha0bopoT — 3anpeLlleH AOCTYN U3 OTKPbITOM
ceTun c agpeca IPv6 k pecypcaM NoACeTH, 3alNLLEHHON KPUMTOLLUIO30M.

e He nopgaepxuBaeTca AMHaMU4yeckoe Ha3HadeHue IPv6-aapecos.
e [nga PPP-uHTepdelricos agpecauuns IPv6 He ncnonbsyercs.

[Ons noBbIWEHMSA NPONYCKHOM criocobHocTu cetert L2VPN koMnnekc MoxeT 6biTb
CHabXeH KpunToycKopuTenem.

OpraHusauusa ceten L2VPN

Onsa noctpoeHnsa ceten L2VPN B AMNKLW "KOHTUHEHT" WCNOMb3ylT Kpun-
Torpadmyeckme KOMMYTaTOpbl KOMMJEKCa, MMewlue B CBOEM COCTasBe Ao-
MONMHUTENbHY nNnaTy KpunToyckoputens. LWudposaHne u pacwudpoBaHue
Tpadurka ocyLecTBnaseTca Kpuntoyckoputenem. Mo aHanorum ¢ cetamm L3VPN Ta-
KMe KpUNTOKOMMYTATOpPbl pa3MeLLaloT Ha nepuMeTpe 3awmwaembix JIBC.

B kauecTBe BHELIHUX M BHYTPEHHUX UHTEpPhEencoB KPUNTOKOMMYyTaTopa WMCMOMb-
3yl0TCA MHTepdeicbl Kpuntoyckoputens, obo3Havaemble kak cal - ca3. K BHy-
TPeHHUM NHTepdecaM NOAKIYATCSA XOCTb! 3aLUMULLAEMbIX MOACETEN.

MpenycMoTpeHa BO3MOXHOCTb arperMpoBaHuUs BHELWHUX U BHYTPEHHUX WHTep-
dencoB KpynNnTOKOMMYyTaTOpa.

OanH n3 nHTepdercoB KpUNTOKOMMYyTaTopa, He SABNSWMnCca nHTepdencoMm Kpun-
TOoycKopuTens, ucnonb3yetcs ansa ceasm c LIYC.

Onsa cospanusa cetm L2VPN agBa kpunTokoMMyTaTopa o6beanHsloTCAa B TakK Ha-
3blBaeMbli BUPTYasibHbI KOMMyTaTop. [py 3TOM Yy KaxAoro KpMnTOKOMMYyTaTopa
MCNOMb3YyeTCH TONbKO OAWH BHYTPEHHWU MHTepdenc, BXOAALWMA B COCTaB BUP-
TyaslbHOro KOMMyTaTopa. [lpyrme BHyTpeHHne nHtepdencel MOryT BXOAUTb B Apyrue
BUpTYyasbHble KOMMYTaTopbl. BHYTpY BUPTYanbHOro KOMMyTaTopa yCTaHaBIMBaeTCs
rnapHas CBf3b MeXAy KpWMNTOKOMMYyTaTtopamu, 4YTo Mno3BonsgeT ucrnonb3oBaTb VPN-
TYH-Henu Ans nepejavm Mexay KpunToKoMMyTaTopamu LWW@pPOBAHHOIO Tpadwuka.
Hwxe Ha pucyHke npvBedeH npuMmep Kpuntorpadunyeckon KOMMYTMPYeMoWn ceTu
L2VPN ansa ueHTpanbHOro oduca n punuana.
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Ons noctpoeHua cetn B nporpamMMe ynpasneHus LIYC Heobxoammo cospatb Bup-
TyalibHbIli KOMMYTaTOp W BKJ/IIOYUTb B HEro no oAHOMY BHYTpeHHeMy uHTepdelicy
kpuntokommyTaTtopoB KK 1 1 KK 2. OTU BHYTpeHHUE UHTEpdENCHI B BUPTYasIbHOM
KOMMYyTaTope BbINOSHAIOT POJib MOPTOB KOMMYTaLMWW.

Co6op paHHbIX ana SIEM-cuctem

B ANKLW "KoHTWHeHT" npeaycMoTpeHa BO3MOXHOCTb cbopa AaHHbIX ans SIEM-
cucteM. C60p AaHHbIX B KOMMEKCe OCYLLEeCTBSETCSA C MOMOLbIO nporpamMmmel SIEM
Connector. SIEM Connector cobupaet xypHanbl n3s My UYC n dopmmpyeT M3 HUX
dann c pacwmpeHmem .xml, KOTOpbI XpPaHUTCH Ha XKEeCTKOM ANCKE KOMMNbIoTepa.
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C60p XypHanoB OCyLLEeCTBASETCA B COOTBETCTBMM C 3aZ@aHHbIM B NporpaMmme pacnu-
caHueM. NMogpobHoe onmcaHne nporpaMmbl npeacrtasneHo B [5].

UHTterpaumna ¢ SkyBox

B AMKLL "KOHTMHEHT" npeayCcMOTpPEH MpOrpaMMHbIM MoAynb — KOHHekTop "KOH-
TUHeHT-SkyBox" (nanee — KOHHeKTOp) ANns obecneyeHns BO3MOXXHOCTU BbIFPYy3KK U
KOHBepTMpoBaHus koHdurypaumm LIYC komnnekca n oTrnpaBKu ee Ha cepBep pelue-
Husa SkyBox Security anst nocneayouwero aHanmsa.

Bbirpy3ka v oTnpaBka KOHMUrypaumm oCcyLLecTBsIETCS B COOTBETCTBMU C 3a4aHHbIM
pacnucaHuMeM unam No KoMaHae aagMmMHucTpaTopa. MNogpobHoe onncaHne NnporpamMmel
npeacrassieHo B [2].

3awWmnTHbIe MeXaHU3Mbl

B coctaB nporpaMMHOro obecrneyeHuns KOMMiaeKkca BXOAST 3alMTHblE MEXAHWU3MbI,
No3BOJIAIOLUME peann30BaTh criegyrome QyHKUNN:

e CO34aHMe AJ1s NoNb30BaTeNel orpaHUUYeHHO’ 3aMKHYTOW cpeabl NporpaMMHOro
obecneueHuns koMnbloTepa (3aMKHYTOI NporpaMMHoON cpeabl);

e pasrpaHuvyeHue A0CTyna nofb3oBaTenen K pecypcam ¢anioBOn CUCTEMbl U
yCTPONCTBaM KOMMbIOTEPA;

e KOHTPO/b LIeIOCTHOCTU 3alyMLLaeMbIX pecypcos;
e peruncrtpauus cobbiTnr 6esonacHocTun.

HacTpoiika u ynpasfieHue 3alUUTHbIMU MeXaHW3MaMu MOXET BbIMOMHATLCA Cpef-
ctBaMu cuctembl Secret Net Studio, ycTaHaBnnBaemoi B cOCTaBe MpOrpaMMHOro
obecrneueHuns komnnekca. OnNucaHMe HaCTPOMKM W ynpaBfieHus 3alllUTHbIMU Me-
XaHM3MaMu NpUBEAEHO B SKCMyaTalMOHHOM AoKyMeHTalmm Secret Net Studio.

JlnueHsunpoBaHue
MiMeeTcs psaa orpaHWYeHnin Ha NCNoJIb30BaHMe KOMIIEKCa, CBA3aHHbIX C MOSIUTUKOWN
NMLUEH3UPOBaHUA AAaHHOIO MPOAYKTaA.
OrpaHn4yeHue Ha napameTpsbl LIYC:

®  MaKCMMalbHOE KOJINYeCTBO CeTeBbIX YCTPOWMCTB, MMewLWnx ctatyc "BeeaeH B
aKkcnyatauumio”.

OFpaHMHEHMﬂ Ha UCMNoJib30BaHME KOMIMJIEKCA onpeaenarnTca I'IpVIOGpETEHHbIMVI nn-
LUEH3NAMU Ha NCNOJSIb30BaHME AAaHHOIo NpoAayKTa.

JnueHsumn pasgensiotcs no Tunam. NpeaycMoTpeHbl Cleayowmne TUMbl JIMLEH3UR:

Tvin AMueH3nn OnucaHue

Bsoa B Wcnonb3yetcs npu co3gaHmnm cetn LIYC v BBoae ceTeBoro ycTpoicTea
aKCnayaTauunto B 3KCMyaTaunio

O6HoBNEHNe Mcnonb3yeTca Npu NoKaabHOM U ANCTAHLMOHHOM 06HOBNEeHuK 0

CeTeBOro YCTPONCTBA, a TaKXe Mpu LLeHTParn30BaHHOM yrpaBieHum
nokanbHo o6HoBneHHbIM KLL. Mpn o6HoBneHun MO KLU npoBepsieTcs
HanMeHoBaHWe annapaTHoi nnaTdopmbl KLU 1 ero cootBeTCcTBME
HauMMEHOBaHWIO, YKa3aHHOMY B iMueH3uK. Mpu oTcyTcTBMK B Hase
LlYC nuueH3nun Ha obHoBNeHWe Ans annapaTHOW nnaTdopMbl
nokanbHo o6HoBneHHoro KLU Takoi KLU o6cnyxuBaTtbcs He 6yaeT 1
6ynet otobpaxaTtbcs B MY LLYC kak OTKIHOYEHHbI

O6HoBneHne 6a3bl Mcnonb3yeTca npu 3arpy3ke 6asbl pelaroLwmx npasun ¢ cepsepa
pelualoLwmx npasun o6HoBNEeHWN. Mpn OTCYTCTBUM NNLIEH3UKN pyYHas 3arpy3ska daiina
o6bHoBNeHn 6a3bl pewatowmx npasun B LIYC 3anpewieHa

JINueH3nM Ha MaKcMMasbHOE KOJIMYECTBO BBEAEHHbIX B 3KCryaTauuio CeTeBbIX
YCTDOﬁCTB ABMSAOTCA HakonuTenbHbIMU. Obliee KOIMYecTso paspeleHHbIX K Uc-
Nnonb30BaHU 06bEKTOB onpeaenseTcs CYMMOVI O6BEKTOB, YKa3aHHbIX B Kaxaom
nnueHsnn,
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MNepBoHa4vanbHasa perncrtpaums nuueHsnn ana LUYC sbinonHaeTcs npu nepsoM 3anyc-
Ke nporpammel ynpasneHus LYC.
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